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Applicable Releases:

SAP BW/4HANA 1.0 SP0O8
SAP BW/4HANA 2.0 SP0OO
SAP BW/4HANA 2021 SP0O
and higher

The Document is not intended to be exhaustive, as
additional functionality might be added on purpose.

SAP BW/4HANA is a new SAP product that replaces SAP Business Warehouse in a logical way.
BW/4HANA runs only on HANA platform and will be the foundation for a new lineage of data
warehousing solutions from SAP.

Furthermore, it optimizes and simplifies a customer’'s BW environment and experience (like
S/4HANA). BW/4 HANA (DWA4CORE) is a new code-line on which all future BW enhancements
will take place. Classic BW goes into maintenance mode.

This SAP First Guidance Document put’s is emphasize to the complete functional scope (CFS)
to ensure the full functionality right from the start of the Implementation of SAP BW/4HANA
1.0 SPO8 and 2.0 SPOO and higher also in the Microsoft Azure Cloud.

For more information, contact roland.kramer@sap.com
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Typographic Conventions

Type Style

Description

Icons

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

lcon Description

A\ Caution

(9] Note or Important

&= Example

0 Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly
as they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER.
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SAP BW/4 HANA run in Microsoft Azure Cloud w

1. Introduction

SAP BWA4HANA is a data warehouse solution which is highly optimized for the SAP HANA platform. It
offers a managed approach to data warehousing. This means that prefabricated templates (building

blocks) are offered for building a data warehouse in a standardized way. The use case illustrates how
you can use your SAP BWZ4AHANA implementation. The main use case of SAP BW4HANA is Data

Warehousing.

SAP BWAHANA provides you with a simplified Data Warehouse, with agile and flexible data modeling,
SAP HANA-optimized processes and state of the art user interfaces. The core functionality of SAP BW
is preserved. In SAP BW4HANA, objects for data modeling, as well as processes and user interfaces,
are especially primed for use with a SAP HANA database. Data modeling is restricted to the small
number of objects that are well suited for modeling the layer architecture of a data warehouse on SAP
HANA (LSA++). In SAP BW4HANA, data warehouse models can be flexibly combined with SAP HANA

views. An intuitive Eclipse-based modeling environment supports object modeling here.

SAP

SAP
BW/4HANA SAP

BW/4HANA

1.0 SP04 : SAP BW/4HANA

SAP
BW/4HANA
1.0 SP08

2016, 2017 , 2018 , 2019 , 2020 , 2021

To get a functional overview you can also refer to the latest Feature Presentation of SAP BW/4HANA -
Features BW/4HANA SPQO4 — Features BW/4 SPO8 (FPO1) — Roadmap BW/4 2.0 - What's new with
SAP BW/4 2.0 SP0O4 — TechEd-2020 SAP Analytics Q/A Summary (SAP DWC, SAC, BW4AHANA) — Day
1 - What’s new with SAP BW/4HANA 2.0 SPO7 — What's new with SAP BW/4HANA 2021

Furthermore, as the Implementation of BW/4HANA not differs from the On-Premise Implementation,
the existing SAP First Guidance Document will be used here as well.

And the BW/4HANA overview - technical presentation about SAP BW/4HANA

SAP Help - Feature Scope Description - SAP BW/4HANA 2.0
SAP Help - Feature Scope Description - SAP BW/4HANA 2021
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https://help.sap.com/viewer/0cd8f518d3144ff4a4aecb3a7e5c097a/2021.00/en-US/ce9d46c518884eecaacb68f50d55cabf.html
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2. The Microsoft Azure Cloud

The Azure Cloud provided by Microsoft can be used as well to implement SAP BW on HANA and SAP
BW/4HANA Systems along with other SAP Products like S/4HANA

Log on with a Web Browser (Google Chrome suggested) to — http://www.azure.com

MY ACCOUNT PORTAL Search

FREE

Why Azure  Solutions Products Documentation Pricing Training Marketplace Partners Blog Resources Support

Global. Trusted. Hybrid.

This is the cloud on your terms

See what's possible with open source in the cloud from Azure OpenDev. Watch now >

SALES 0800- MY ACCOUNT PORTAL

Solutions  Products Documentation Pricing Training Marketplace Pariners Blog Resources Support

IS '
Compute Lomp ute Get credits that enable:

Networking Virtual Machines 4 Windows or Linux

Stcrage windows and Linux virtual machines in seconds Virtual Machines

: Virtual Machine Scale Sets
Web + Mabile i ) ) 24 x T for a month
Manage and scale up to thousands of Linux and Windows virtual machines

Containers . And much more...
App Service

Databases Quickly create powerful cloud apps for web and mobile Learn more »

Data + Analytics Functions
Process events with serverless code

Al + Cognitive Services
Batch

Internet of Things Cloud-scale job scheduling and compute management

Enterprise Integration Service Fabric

Develop microservices and orchestrate containers on Windows or Linux
Security + Identity

Cloud Services
Developer Tools Create highly-available, infinitely-scalable cloud applications and APls

Menitoring + Management

Microsoft Azure Stack

See all products

Make yourself familiar with the possible options, e.g. Virtual Machines, etc.
Visit the Azure roadmap to see what's new and what’s coming next.

SAP on Azure
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Azure Products

Browse our growing directory of integrated Azure services, features, and bundled suites. Visit the Azure roadmap to see what's new
and what’s coming next.

SAP jo

SAP HANA on Azure
Large Instances

D>

Run the largest SAP HANA workloads
of any hyperscale cloud provider

SAP HANA on Azure Large Instances

A feature of Virtual Machines

Run the largest SAP HANA workloads of any hyperscale cloud provider

Overview | Regions | Status | Portal

Switch to the Azure Marketplace to discover more options to host SAP Applications

Azure Marketplace Browse Sell Learn sap| 0

Search all apps for sap
Products > SAP NetWeaver

Search suggestions

S AP N etwea\/e r @y SAP BusinessObjects Cloud

SAP

SAP
w vy SAP NetWeaver
~ sap
- The SAP NetWeaver technology platform enables the composition,

and non-SAP applications across a heterogeneous software enviror] E5F EAAIE HANA
SAPd
SAPdS

Use Azure AD to manage user access and enable single sign-on with SAP NetWeaver, Re
GET IT NOW = Enterprise Single Sign-On - Azure Active Directory supports rich enterprise-class singlg
sign in using their organizational accounts hosted in Active Directary. SAP Cloud for Customer
Categories =" cap
= Easy Configuration - Azure Active Directory provides a simple step-by-step user interf:

SAP HANA Cloud Platform
SAP

Azure Active Directory apps
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2.1 Create/Log on to the Azure Account

Either log on with the “Start free” option or “buy now"” option to create your Azure Account

Create your free Azure account today

Get $200 free credit

Start free with $200 in credit, and keep going with free options.

Try any Azure services

Explore our cloud by trying out any combination of Azure services for
30 days.

Pay nothing at the end

We use your credit card information for identity verification, but you'll
never be charged unless you choose to subscribe.

Or buy now >
Frequently asked questions >

. Call sales 1-800-867-1389

How to buy Azure

Our most popular and flexible payment plan, the Pay-As-You-Go subscription offers:

Pay only for what you use

Scale up or down on the fly, with no minimums.

Bill to credit card or invoice

Enjoy competitive pricing and easy monthly billing.

_
C: Cancel your account anytime
X

You're under no obligations and can cancel anytime.

Or start a free account >
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Once you created your Account, you can logon to the Azure Portal which will be the main entrance for
all activities.

https://azure.microsoft.com/en-us/account/

SALES 0800-120-8041 "W MY ACCOUNT PORTAL

Why Azure Scolutions Products Documentation Pricing Training Marketplace Partners Blog Resources

0O N SRR REC roland.kramer@sap.c...

g New dashboard ~ ¢* Editdashboard (3 Share . Fullscreen Clone [ Delete
ashboar + ¢ ’ 7 8

All resources e o s - 2 -

ALL sUBsCrRiPTIONE g -~ s g s s s s s s

== Netwaork interface
Network security group

Network interface

[ =

Running g Ag

b

Running Running

Network security group

Network security group ESBIGIPYPNDeavice . Y E'-"_"-'_ S SAPGateway

Network security group

[ 3]

Network interface

| e eaHEe R

Storage account

Storage account

[ =

2 e %

Running

Running

See more

Service Health

® ¢ 0 ¢ &« &

Personalized guidance and support when issues
in Azure services affect you. Learn more &

S

Reference Architecture - Deploy SAP NetWeaver and SAP HANA on Azure

Gateway DB HANA Active
subnet SAP NetWeaver subnet subnet Directory

&) ! } E
Azure Load Azure Load
.
! @ Q @ Balancer Balancer @
—r— . v
- Gateway VPN VAN
Gateway ey M hvailabd ity set

On-premises EI
network
v WM
Awailability set Availability set —
SAP Web Application SAP Centra
Jumphox Dispatcher server pool Service cluster

Management subnet
Virtual Network
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3. Create the Virtual Machine for SAP BW/4HANA

For all activities on the Azure Cloud with the Portal access there are detailed description to go forward.
Even the whole usage is intuitive, it makes sense to consult the Help Pages if necessary.

It also makes sense to create a “Jumpserver” first, which can be used to download all necessary
Software from the SAP Marketplace first and to access the SAP BW/4HANA System in the Azure Cloud
environment via SAP GUI and the SAP BW modelling tools (BW-MT).

A short overview of the BW/4HANA concepts can be found in the
SAP First Guidance — complete functional scope (CES) for SAP BW/4HANA

3.1 Create the Jumpserver (Win64 based)

Use the Azure Portal and create a Windows 201x Datacenter Instance.
If necessary, this VM can be used later also for other services, e.g. an own DNS service

Microsoft Azure Step-by-Step Tutorial
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/

oft Azure New > Compute

Compute

B sap x
=
_— WMARKETPLACE See all FEATURED APPS See all
Compute > I Windows Server 2012 R2
N Datacenter
Metwaorking > Simple to deploy, cost-effective
Storage >
. Windows Server 2016
Web + Mobile D Datacenter
fal Simole to deploy, cost-sfective
& Databases > ed, and use

The VM creation wizard guides you through the complete Process. If the entries are not matching or not
following the Azure standard, a pop-up will apply like below:

The specified user name is not allowed. User names must meet length requirements, and must not include reserved words or unsupported
characters. Try again with a different value.
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Password must have 3 of the following: 1 lower case character, 1 upper case character, 1 number, and 1 special character that is not "\ or *-'.

Create virtual machine

* Mame

Baci
1 = - > [ BWaonzure v
Configure basic settings

WM disk type @
55D W

FlZE * User name

| bwdonazure '
3 % * Pazsword
~OnTgure optional rTeatures [ — v

* Confirm password

EERREEEEEEE R W

Subscription

-l i
* Resource group @

® Create new Use existing

EWdondzure v
Location

West Europe W

Save money

L= .-. ¥ 1] I L= = k F-\_ ¥ f .
Save up to 40% with a license you already own

* Already have a Windows Server license? @
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A suitable size would be “DS5_V?2 Standard”. The Disk(s) will be added in a later step.

Basics

Supported disk type

Minimum

cores

Minimum memary (GiB)

* Public IF addrezs @

* Metwork security group (firewall) @

(new) B

new) E

v
1 o 55D v | ] s | [} 2
2 Size > D55 V2 Standard D513_V2 Standard D514 V2 Standard
Cheose virtual machine size
16 Cores 8 Cores 16 Cores
56 GB 56 GB 12 GB
b a 32 & 16 a 32
eatures =2 Data disks =2 Data disks =2 Data disks
=y 531200 =y 25600 =y 50000
ﬁ Max IOPS j Max IOP3S j Max IOP3S
= N2 GB = 12 GB = 224 GB
4 Surm b L Tyt B ocasso B s
Vindaows Server 2012 B2 Dats @ Load balancing @ Load balancing @ Load balancing
L Premium disk support . Premium disk support L Premium disk support
1331.76 737.30 1,392.77
USD/MONTH (ESTIMATED) USD/MONTH (ESTIMATED) USD/MONTH (ESTIMATED)
_ Storage
1 Easics Vv _
Use managed disks @
Done
Mo Yes
2 Size v Network
Cone .
Virtual network @ 5
(new) E
Settings
3 9 _ > * Subnet @
Configure optional features >
default {

Accelerated networking @

[Disabled | Enabled

Extensions

You can proceed here with the default settings. These settings will be explained here —
Create a Windows virtual machine with the Azure portal
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o Validation passed
1 Basics v
Done
Basics
Subscription
2 Size v Resource group
Dane Lacation West Europe
Settings
3 Settings W, Computer name EWdonAzure
Done Disk type 55D
User name bwdonazure
Size Standard DS5 v2
Managed Yes
4 Buminery > Virtual network (new)
Windows Server 2012 R2 Datac... Subnet (new)
Public IP address (new)
Network security group (firewall) (new)
Accelerated networking Disabled
Availability set Mone
Guest OS5 diagnostics Disabled
Boot diagnostics Enabled
Diagnostics storage account (new)

Allow the Azure Infrastructure to create the VM. You can see the progress in the Azure Portal.

Dashboard “ + Mewdashboard ¢ Editdashboard (3 Share " Fullscreen @ Clone [l Delete

All resources L

ALL SUBSCRIPTIONS

Metwork interface

Metwork security group

Deploying Windows Server
Metwark interface 2012 R2 Datacenter g
Running

Metwork security group

Hetwork security group FSBIGIPVPNDevice | o

Metwork security group
Metwork interface

Storage account

Storage account g g
Running Running

See more

Once your Windows VM is deployed you can check and modify the necessary details to access the
machine from your local Network.

As there are many, many features to activate for the proper usage there are some essential settings
which should be applied.
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This is for example:
- Active the DNS name, Check/assign a Public IP Address
- Open/Modify access ports
- Add adisk (or several)
- Enable Backup
- etc.

B3 Overview

B Activity log

;,i Access control ([AM)

‘ Tags

K Diagnose and solve problems

SETTINGS

£ Disks

[ Extensions

! MNetwork interfaces
B Size

& Backup

HY Properties

8 Locks

X Automation script

& Connect P Stat Q' Restart M Stop :ﬁ: Capture =P Move [0 Delete o Refrash
e — .
:F_ssentials ~
R -
Resource group {changs) Computer name
BWdonAzure BWdonAzure
Status Operating system
Running Windows
Location Size
West Europe Standard DS5 v2 (14
Subscription (change) Public IP address
Subscription ID Virtual network/subnet
BW4onAzure-vnet/
DNS name
Show data for last: 6hours |12 hours| 1day | 7days | 30 days
CPU (average) VA o Network (total) S A
100% 1008
So% s02
0% J 0B
1:20PM 1:45 PM 2PM 2:15 PM 1:30 PM 1:45 PM 2 PM 2:15 PM
I Percentage I In I Out

To access the settings, you can use the “All resources” Tile in the left upper corner of the Portal.

Dashboard ~ + Newdashboard

All resources
ALL SUBSCRIPTIONS

Edit dashboard 52 Share

SAPGateway

Metweork security group

Metwork interface
Metwork interface

Metwork security group

A
¢ Fullscreen
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All resources

SAP SE

ok 4dd 22 Columns | T) Refresh :

Subscriptions: Pl Analytics PM EMEA/AR) (CH)

Fifter by name... All types v All locations
45 items
NAME TYPE RESOURCE GROUP A LOCATION

Network interface West Europe

Storage account Woest Europe

Public IP address West Europe

Network security group West Europe

Wirtual network West Europe

Disk BW4ONAZURE West Europe

3.1.1 DNS label/Public IP address

The Entry “Public IP address” allows you to define a public DNS name. The external Domain is pre-
defined

.westeurope.cloudapp.azure.com

Microsoft Azure Help
User-defined routes and IP forwarding

Public IP addresses

Create your first virtual network
Name resolution for VMs and cloud services

BW4 .- B Public IP address BW4 .-

= BW4onAzure-ip - Configuration

- Public IP address

O Search i

Overview
Cverview Static

H Activity log IP address @

;ﬂ Access control (JAM)

Idle timeout (minutes) @

Tags
€ T i "
SETTINGS IDI\S name label (optional) @ I
I M Corfiguration I westeurope.cloudapp.azure.com

Prefer to use your own domain name? Try Azure DNS now
! Properties
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A search (i) IP ADDRESS

Overview
B Activity log DNS NAME
r.westeurope.cloudapp.azure.com
;ﬂ Access control (JAM)
& T ASSOCIATED TO
a
; ________________________
SETTINGS
RESOURCE ID
Configuraticn
Jsubscriptionsfc- - - - - - - - s e e s e e s e 1/resourceGroups/EDW/ providers/Microsoft Metwork/publiclPAd...

I “1* Properties I

3.1.2 Network security group

The Entry “Network security group” allows you to define inbound/outbound port definitions for the
access of the SAP Systems. By default, there is for example for Windows VM'’s only the RDP port for the
mstsc.exe defined.

Manage NSGs using the Azure portal
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-create-nsg-arm-pportal

U BW4donAzure-nsg Metwork secunty group BW4donAzure

= Move ﬁ Delete

Essentials ~

O Overview
Resource group {changs) Security rules

B Activity log BW4onAzure 1 inbound, 0 outbound
Location Associated with

i Access control {IAM) ‘West Europe 0 subnets, 1 network interfaces

Subscription (change)
F Tags Pl Analytics PM EMEA/AP {CH)
Subscription 1D

XK Diagnoseand solve problems | Tttt

Inbound security rules

SETTINGS
| L"ea.'.:.". inbound security rules
Y Inbound security rules
PRIORITY NAME SOURCE DESTINATION SERVICE ACTION
T Qutbound security rules
1000 default-allow-rdp Any Any RDP (TCP/3389) Allo

B Network interfaces

Qutbound security rules

> Subnets
Search outbound security rules
! Properties
PRIORITY NAME SOURCE DESTINATION SERVICE ACTION
n Locks
No results,

Automation script
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Depending on the needed services this list can be enhanced to your needs.

Inbound security rules

| Search inbound security rules

PRIORITY NAME SOURCE DESTINATION SERVICE ACTION

1000 default-allow-rdp Any Any RDP (TCP/3389) Allo .
1010 Met_use_in Any Any Custom [Any/443) Allo .
1020 dp_port_in Any Any Custom (Amy/3300-3350) Allo .
1030 gw_port_in Any Any Custom (Amy/3300-3300) Allo .
1040 ms_port_in Any Any Custom (Amy/3600-3699) Allo .
1030 mi_port_in Any Any Custom (Amy/3900-3099) Allo .

Qutbound security rules

Search outhound secuniy rules

PRIORITY NAME SOURCE DESTINATION SERVICE ACTION

100 Met_use_out Any Any Custom [Any/445) Allo en
110 dp_port_out Any Any Custom [Any/3300-3399) Allo .
120 gw_port_out Any Any Custom (Any/3300-3399) Allo .
130 ms_port_out Any Any Custom (Any/3600-3699) Allo .
140 mi_port_out Any Any Custom (Any/3900-3999) Allo ..

3.1.3 Attach a data disk

To store data on the Windows VM, at least one data disk must be attached. The default disks only carry
the OS, and a further disk allows only to store temporary data and will be erased and recreated as soon
the VM will be restarted.

re New » Managed Disks

= I‘uﬂénaged Disks

Managed Disks is an abstraction of current Standard and Premium storage disk in Azure Storage.
You only need to specify the type (Standard or Premium) and size of disk you need in your selected
= Azure region, and Azure will create and manage the Disk accordingly.
' OO0 E
- PUBLISHER Microsoft
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>

Create managed disk m|

* Name

| BaHdisy v

* Subscription

................................. W
* Resource group @
Create new (8 Use existing

EWdondzure ¥
* Location

West Eurcpe v
* Account type @

Premium (S5D) W
* Source type @

MNone ([empty disk) W
* Size (GIE) @

1023 v

Estimated performance @
I0PS limit 5000

Throughput limit (MEB/s) 200

Pin to dashboard

Automation options

Microsoft Azure Help
Create and manage VM disks

Once the data disk is active, you must use the OS tools to activate the disk in the OS. Creating the data
disk will not automatically attach the storage to the OS.

Click the start menu inside the VM and type diskmgmt.msc and hit Enter. This will start the Disk
Management snap-in.

How to attach a managed data disk to a Windows VM in the Azure portal

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/attach-managed-disk-portal
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3.1.4 Enable the Backup of the VM

Microsoft Azure Help

Backup virtual machines

Enable backup Backup policy

sapbdhjump

This uses the Recovery Services vault to backup Choose backup policy @
the virtual machine with the configured policy
and will ke charged as per backup pricing.

Learn More

DailyPolicy v

Recovery Services vault @ BACKUP FREQUENCY
Create new (8 Select existing Daily at 11:00 PM UTC
vault9ss v RETENTION RANGE
Retention of daily backup point
* Backup policy @
. . > Retain backup taken every day at 11:00 PM for 180 Day(s)
DailyPelicy
Retention of weekly backup point
Retain backup taken every wesk on Sunday at 11:00 PM for 104 Weekis)

Retention of monthly backup point

Retain backup taken every month on First Sunday at 11:00 PM for 60 Manth(s)

3.1.5 Additional resources
How to connect and log on to an Azure virtual machine running Windows

Using SAP on Azure Virtual Machines (VMs)
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3.2 Create the SAP BW/4HANA server (Linux64 based)
SAP NetWeaver on Azure Virtual Machines (VMs) — Planning and Implementation Guide

QuickStart: Manual installation of single-instance SAP HANA on Azure VMs
Deploy SAP S/4HANA or BW/4HANA on Azure

Running SAP NetWeaver on Microsoft Azure SUSE Linux VMs
SAP HANA (large instances) overview and architecture on Azure

These very detailed Blog explain the setup and implementation of BW/4HANA on Azure end-to-end.

However, it is mandatory to consult the SAP First Guidance Document - SAP First Guidance — complete
functional scope (CFS) for SAP BW/4HANA

As the Implementation not differs for BW on or for HANA all concepts mentioned here can be
considered https://blogs.sap.com/2012/05/22/sap-bw-installationconfiguration-also-on-hana/

3.2.1 How to attach a data disk to a Linux VM
(1]

How to Attach a Data Disk to a Linux Virtual Machine

Proceed as follows (details are mentioned on the Blog above):

0 Azure now supports additional premium disk sizes: 32 GiB (P4), 64 GiB (P6), 2048 GiB (P40), and 4095 GiB (P60). Disks created before June 15, [£
2017 retain their existing performance and billing rates.
0S disk
STORAGE ACCOUNT
NAME SIZE TYPE ENCRYPTION HOST CACHING
30 GIB Premium_LRS Mot enabled Read/write
Data disks
STORAGE ACCOUNT
LUN MNAME SIZE TYPE ENCRYPTION HOST CACHING
0 saprnnt 1023 GiB Premium_LRS Mot enabled Read/write
1 sdhdatall 1022 GiB Premium_LRS Mot enabled Read/write
+ Add data disk

Create a new (data) disk according to your VM OS from the Azure Portal

1. Usethe l1lsscsi command to find out the device id.

sapserver02:~ # lsscsi -s (or fdisk -1)
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2. The last entry shows the recent added data disk

[1:0:0:0] disk Msft Virtual Disk 1.0 /dev/sdc 1.09TB
[1:0:0:1] disk Msft Virtual Disk 1.0 /dev/sdd 2.19TB
Cd /usr/

3. Format the data disk now

sapserver02:~ #

Welcome to fdisk (util-linux 2.28).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help): n

Example for 1TB disk p 1 2048 2145386495 w (g

4. Create thefile system on the new partition (use ext3 for SLES 11, and ext4 for SLES 12)
sapserver02:~ # mkfs -t extd4 /dev/sdd

5. Make a directory to mount the new file system, as follows
sapserver02:~ # mkdir /sapmnt

6. Finally, you can mount the drive, as follows:

sapserver02:~ # mount /dev/sdd /sapmnt

7. Add the new drive to /etc/fstab,
therefore locate the UUID for the new drive. Use the blkid command to find out the device id.

sapserver02:~ # blkid

/dev/sdc: UUID="e804571e-d137-46cc-a568-0b307fe86el18" BLOCK SIZE="4096"
TYPE="ext4"

/dev/sdd: UUID="d831lclcd-4faa-42aa-84b7-cb2ad88de22f" BLOCK SIZE="4096"
TYPE="ext4"
sapserver02:~ # vi /etc/fstab

/dev/disk/by-uuid/e804571e-d137-46cc-a568-0b307fe86e18 /usr/sap extid
defaults,nofail 1 2
/dev/disk/by-uuid/d831lclcd-4faa-42aa-84b7-cb2ad88de22f /sapmnt ext4d
defaults,nofail 1 2

sapserver02:~ # df -h

/dev/sdc 1007G 77M 956G % /usr/sap
/dev/sdd 2.0T 81M 1.9T 1% /sapmnt
sapserver02:~ # mount -a

sapserver02:~ #
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8. The new data disk is now attached to the existing VM

The online tool yast2 allows you to do the mentioned procedure in a graphical way all at once

Qo YaST2 —
Expert Partitioner
System View [ Available Storage on -1
[ S sapsrv1709
T n Device Size F |Enc Type FS Type Label Mount Point
b [ Hard Disks e |

Idev/sda 30.00 GiB | Msft-Virtual Disk
Idevisdal 1.00 GiB | Linux native Ext3 BOOT /boot
Idevisda2 29.00 GiB \_w Linux native Extd ROOT !
Idevisdb  864.00 GiB E Msft-Virtual Disk
Idevisdbl 864.00 GiB _w Linux native Extd Imnt/resource
idevisdc  1023.00 GiB E Msft-Virtual Disk
Idevisdcl 1023.00 GiB \_w Linux native Extd sapmnt /sapmnt
fdevisdd 1023.00 GiB Em Msft-Virtual Disk

- Idev/sdd] 1023.00 GiB (@ QY € Add Partition Jhana

| Installation Summary
tmpfs 318.86 GiB 5.1} TMP Idev/shm

EE} Settings

. tmpfs 21258 Gib 5 TMPES TmpFS frun

tmpfs  212.58 Gib X T™PFS TmpFs IsysiFsicgroup
tmpfs 4252 GiB % TMPFS TmpFs Jrunfuser/0
Rescan Devices

Help Abort

Configure... =

Next

If you cannot start the graphical X11 at this time, you have to install them with the scroll mode based

yast tool first
sapserver02:~ # yast
yast2-control-center-gt
xorg-x11-xauth
xorg-x11-server-utils

However, you must check manually the correct entries in the file /etc/£fstab

[ [ fstab B3

Jdev/disk/by-unid/4de5eced-0684-42a7-93df-3700e06b4clb / extd4 defaults 1 1

Jdev/disk/by-unid/aabl638a-01lce—-4e80-b2e8-1026b%e1ad37 /boot ext3 defaults 1 2
Jfdev/disk/by-nuid/6b0bd45d-2639-43db-ab37-0f89b150b52b /sapmnt extd
fdev/disk/by-nuid/37Tb90ff-fd35-40Tb-8458-8f95fddeaB33 /hana extd

defaults, nofail 1 2
defaults, nofail 1 d
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4. using the CAL Version of BW/4HANA

In the meantime, the initial Version of the BW/4HANA CAL (cloud application library) was updated to a
more recent software stack.

Log on to the site https://cal.sap.com and select “SAP BW/4HANA SPO5 ..." or higher

w Cloud Appliance Library

Solutions : Filtered (11 of 103) View: | All Solutions ~ | | BW
SAP BWI/4HANA 2.0 SP02 including SAP BW/4HANA Content 2.0 SP01 @R Google Cloud Platform, Microsoft Azure, @ Avsilable
SAP SE | Oct 1, 2019 Amazon Web Services
. . . - T
SAP Analytics Cloud: Data Connectivity and Authentication @D Amazon Web Services @ Available
SAP SE | Aug 4, 2019
SAP BW/4HANA 2.0 including SAP BW/4HANA Content 1.0 SP9 [Developer [ DEV Google Cloud Platform, Microsoft Azure, _
Edition] . @ Available
Amazon Web Services
SAP SE | Jun 27, 2019
SAP BW/4HANA 2.0 SPO including SAP BWI/4HANA Content SP9 LD Google Cloud Platform, Microsoft Azure, @ Avsilable
SAP SE | Apr 24, 2019 Amazon Web Services
Create Instance Calculate Cost coo

Solutions /

SAP BW/4HANA 2.0 SP02 including SAP BW/4AHANA
Content 2.0 SP01

This solution offers you an insight of SAP BW/4HANA 2.0. SAP BW/4HANA 2.0 is the next generation Data Warehouse optimized for HANA. Beside the

BW/4HANA options the solution offers a bunch of HANA optimized BW/4HANA Content.
[ Publisher: SAP SE . Available Show Related Instances

Available In: Google Cloud Platform, Microsoft Azure, Amazon Web Services

INFO RECOMMENDED VM SIZES RELATED ACCOUNTS

Installed Products
SAP HANA Platform Edition 2.0
SAP BW/4HANA 2.0

Release Date: Update: [E] Getting Started Guide o Terms and Conditions
[l

Oct 1, 2019 10 (May 12, 2020, 12:45:30) More Information ] Architecture Design

Read and accept the Terms and Conditions ...

/1, The trial period for this solution will begin on the date you accept this Agreement.

Print | Accept | | Decline
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Follow the procedure on the screen. Please note that there will a little fee purchased while using the

Trial Version of BW/4HANA.

< Basic Mode: Create Instance

Account Details

*Name: | Roland Kramer

Description: | piq EDW, SAP SE

*Cloud Provider: | Microsoft Azure v | A G

¥Subscription 1D | efd- - - - - . ]

To establish the connection to Microsoft Azure, choose Authorize and grant permissions to
SAP Cloud Appliance Library to access your Azure Active Directory.

Authorize

Solution

SAP BW/4HANA SP03 including BW/4HANA
Content SP01 XT

Account

Roland Kramer
Microsoft Azure

S Microsoft

Sign in

IR e e e e e ]

Show details

SAP Cloud Appliance Library

App publisher website: capcalpred.onmicrosoft.com
SAP Cloud Appliance Library needs permission to:

* Sign you in and read your profile @
s Access Azure Service Management as you (preview) @

You're signed in as: rc com

You can combine an existing Azure Account with the Trial Version of SAP BW/HANA
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<
Account Details

Choose an existing account

s) Create a new account

*Name: | Roland Kramer

Description” | pp EDW, SAP SE

*Cloud Provider: Microsoft Azure

*Subscription 1D: | of47. 7. . LT LT

To establish the connection to Microsoft Azure
Library to access your Azure Active Directory

Instance Details

*Name: | BWMHANA_Trial
Region. | West Europe (Netherlands)
FPAZIWOTD. | eenseveen

*Retype Password: | sessssees

Basic Mode: Create Instance

choose Authorize and grant permissions to SAP Cloud Appliance

Solution

SAP BW/4HANA SP03 including
BWI/4HANA Content SP01 XT

Account

Roland Kramer
Microsoft Azure

Cost Forecast
Disclaimer

USD 0.77 per hour when Active
USD 7.49 per month when Suspended

/\ Note that you will be charged by the
cloud provider for this solution
instance and its associated storage.

To reduce additional costs, your
instance will be suspended after 8
hours.

Microsoft Azure cloud provider.

Supported VM Sizes

Please be aware that the selected solution "SAP BW/4HANA SP03 including BW/4AHANA Content SP01 XT'
is only fully supported on certified platforms which is not the case for the WM size D13_v2 of the

Although the selected solution has been tested on this platform, support remains limited to community support
even if an SAP Cloud Appliance Library subscription package is in place.

Cancel

2 Warning

Free Trial Restrictions

Wait until the solution instance is prepared to be used for the first time. This will take approximately 45 minutes.
Please do not connect to the instance while it is being prepared.

Mote that according to the terms and conditions free trials must not be used for:

« Development, prototyping, proof of concepts, or sandbox environments
« Hosting a training course or a workshop with employees, pariners, or customers

= Applying commercial license keys or uploading data for production use to the trial systems
« Demonstrations of software to prospective customers
« Benchmarking against competing third-party products
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Instances : All (1) View: | AllInstances ~ | | Search
Name Owned By Created On Scheduled Status
BW/4HANA_Trial

_ Roland Kramer Au.g 1_4, 2017, o 4 O Copying (68%)
SAP BW/4HANA SP03 including BW/4HANA Content SPO1 XT 111710
Instances : All (1) View: | All Instances ~ | | Search
MName Owned By Created On Scheduled Status
BW/4HANA_Trial

_ Roland Kramer Au.g 1_4, 2017, o s O Prepared
SAP BW/4HANA SPO03 including BW/4HANA Content SPO1 XT 1710
Instances : All (1) View: | AllInstances ~ | | Search
Name Owned By Created On Scheduled Status
BWI/4HANA_Trial Roland Kramer Aug 14, 2017, .

. No .o P Activating

SAP BVW/4HANA SP03 including BW/4HANA Content SPO1 XT 11710

Once the Image is available, you can specify more details of the created Instance as follows.

Account: Region:

Roland Kramer West Europe (Netherlands)

Network:
SAPCALDefault-westeurope

Cloud Provider:
Microsoft Azure

Subnet:
default

Virtual Machines

Name Size

Linux

+| Public Static IP Address [i

D13_v2 (8 cores, 56GB memory, HDD)

Instances : All (1) View: | All Instances ~ | | Search Q| i=
Name Owned By Created On Scheduled Status Operatlons
BWI/4HANA_Trial —
- - Roland Kramer Aug 14, 2017, "o B Activating Cat] ...
SAP BW/4HANA SP03 including BW/4HANA Content SP01 XT 11:17:10 S—
Save Cancel (2
Instances / @
BW/4HANA Trial
Owned By: Roland Kramer (1008817) B Aclivating Cost Forecast
Created On: Aug 14, 2017, 11:17:10 Initial startup of the SAP solution | DiSclaimer
Next Suspend At Aug 14, 2017, takes approximately 45 minutes USD 0.77 per hour when Active
19:08:25 USD 7.49 per month when Suspended Edit Header
INFO SOLUTION INFO VIRTUAL MACHINES SCHEDULE

IP Addresses

Termination Protection

Linux External IP Address

VM Status Software Status

A B Active P Activating
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4.1 Access the CAL BW/4 1.0 Image

Getting_Started_Guide_ BWAHANASPO3_Trial_Vanilla
https://caldocs.hana.ondemand.com/caldocs/help/Getting_Started_Guide_ BWAHANASPO3_Trial_Va
nilla.pdf

Instances : All (1) View: | All Instances | | Search

Name Owned By Created On Scheduled Status

BW/4HANA _Trial

SAP BW/4HANA SPO03 including BW/4HANA
Content SP0O1 XT

Roland Kramer Aug 14, 2017,

No Active
(1008817) 11:17:10 W Ac

4.1.1 Access the Azure Portal
Log on to the Azure Portal as describe in Chapter of this Document

4.1.2 Access the OS level

In case you want to access your backend instance on OS level, e.g. start/stop the SAP HANA and the
SAP BW/4 system manually, you need an SSH client for your local environment, e.g. PuTTY for
Windows. For the graphical access, together with Putty, the MobaXterm package is suitable.

The following steps describe how to connect to your backend instance using PuTTY, but are similar for
alternative SSH clients:

e Click onthe instance name in your CAL account, to retrieve the IP of your backend instance and
download the instance key pair (maybe you already downloaded the key pair during instance
creation).

e Extract the private key of the key pair by using a tool like puttygen.exe.

e OpenPuTTY and enter the IP of your backend instance.

e Navigate to the SSH > Auth node and enter your private key file.

¢ Navigate to the Connection > Data node and enter root as auto-login username.

e Save these session settings and hit the Open button. Now you can log in to your backend
instance on OS level (SLES) for monitoring, troubleshooting, or accessing files on the server.

@ root@sid-aba-hdb:~
sid-aba-hdb:~ § df -h

Filesystem Size Used Avail Use% Mounted on
fdev/sdal 306 2.2G 26z 8% /

devtmpfs 286 B.0K 28G 1% /dew

tmpfs 42G 1] 42G 0% /dev/shm

tmpfs 286G 9.3M 286 1% /run

tmpfs 286 1] 286 0% /ezy=a/f=/coroup
Jdev/=sdel 423G 18G 22G 46% /zapmnt/LBR
Jdev/=ddl TG 29G 46G 39% /hana/data/HDB
Jdev/=sdgl 35G 3.2G 30G 10% /hana/log/HDB
sid-aba-hdb:~ # du -h /hana/data/HDB

24E /hana/data/HDB,/mnt00001,/hdb00002.00003

5.4G /hana/data/HDB/mnt00001/hdb00001

296 /hana/data/HDB/mnt00001

296 /hana/data/HDB

sid-aba-hdb:~ § [J

The start/stop procedures are described in Chapter 5.2 of the Getting Started Guide
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4.1.3 Access the SAP BW/4 system

Create the SAP Logon Details according the Getting Started Guide and the given Information of your
Instance.

Additional Details for the access of the CAP Image in several ways is explained | the Chapter 3.4

Marne Value Description

sSID ABA System ID of the SAP system

Cl Instance Number 00 The instance number of the central instance (CI)

CS Instance Number 01 The instance number of the central services (CS)
instance.

Password <master password=> The password set during instance creation.
Username DpoIC These are the standard users which you can use to
SAP* access the ABAP server.

Clients 000 000: Administration
Connection Type: | Custom Application Server .

System Connection Parameters

Description: ABA - CAL Trial Version BW /4HAMA

Application Server: RN

Instance Mumber: a0
System 1D ABA,

SAProuter String:

After an Installation or a CAL based SAP system you will find two entries in the Instance Profile, which
will prevent the procedure successfully to start the system. These settings are obsolete since SAP
Kernel 7.40 and must be removed to continue the activation of the SAP Installation.

ipc/shm psize 10 = 124000000
1668000000

ipc/shm psize 40

You can use Putty (0.74) with the MobaXterm Solution as well. For details, how to use it, visit the URL
http://mobaxterm.mobatek.net/features.html

MobaXterm also includes a SFTP access which allows you to modify the Instance profiles if necessary.
Due to the new SAP Kernel 7.40 changes, only the following Parameters are necessary:

PHYS MEMSIZE = 30%
abap/buffersize = 400000

August 2022 24


https://caldocs.hana.ondemand.com/caldocs/help/Getting_Started_Guide_BW4HANASP03_Trial_Vanilla.pdf
http://mobaxterm.mobatek.net/features.html

SAP BW/4 HANA run in Microsoft Azure Cloud w

4.1.4 Further post activities on the CAL Image

1

If you want to improve the stability and the functionality scope of the CAL BW/4 Image, please consult
the SAP First Guidance Document -

SAP First Guidance — complete functional scope (CES) for SAP BW/4HANA

The CAL Image need the same post activities like for a new Installation not based on the CAL image to
ensure a proper usage.

As the Implementation not differs for BW on or for HANA all concepts mentioned here can be
considered https://blogs.sap.com/2012/05/22/sap-bw-installationconfiguration-also-on-hana/

4.1.5 Troubleshooting

The “classical” problem is the access to the SAP Instance via SAP GUI
10060: WSAETIMEDOUT: Connection timed out

Connecting to ABA please wait...
(Click+ESC for cancel)

SAP Logon >

| partner '13.93.94,100:3200' not reached
WSAEWOULDELOCE: Resource temporarily unavailable

You should consider the SAP CAL Wiki
https://wiki.scn.sap.com/wiki/display/SAPCAL/SAP+Cloud+Appliance+Library+-+Troubleshooting

In addition, you can test with the program “niping” the connection between the CAL image and your
local frontend. Start the test as follows:

Onthe CALImage OS =» niping -s -I 0
On the frontend PC = niping -c -H <ip-address> -S 3200 -B 1024 -1 10 -D 3

If you get a timeout and your local firewall is blocking the SAP Ports like the dispatcher Port 32<nr>
SAP Help - Configuring SSL for SAP Host Agent on UNIX
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partner "] 38 gd not r

RC
MODULE

IMEDOUT: Connection timed out

In addition, you can also check the availability of the SAP System with the following OS command
(logged on as <sid>adm on the OS)

sid-aba-hdb:abaadm 55> sapcontrol -nr 00 -function GetProcessList

Finally, please make sure that at least one network security rule (NSG) is defined on the CAL image

bound, 1 outbound

0 subnets, 1 network interfaces

PRIORITY NAME SOURCE DESTINATION SERVICE ACTION
0.0.0.0/0 Any SSH (TCP/22)
Any Ay Custom (Any/3200)
PRIORITY NAME SOURCE DESTINATION SERVICE ACTION
100 sapdp3200 Any Any Custom (Any/3200)

The inbound rule for the sap dispatcher port is optional, depending on your scenario.
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4.2 Access the BW/4 2.0 Image

Basically, you can follow the description from Chapter 4.1 and follows

4.2.1 Details of the CAL Image

https://cal.sap.com/console/tenant_NXDVO35VQX95#/solutions/8845c0f3-6e9¢c-4030-87bb-
e4f8891567c5

Getting Started Guide
https://caldocs.hana.ondemand.com/caldocs/help/e45806f8-al9c-4d32-beel-
00d7d7501ef8_Getting_Started_Guide_v10.pdf

Blog
https://blogs.sap.com/2019/04/28/sap-bw4-2.0-cal-for-it-.../

4.2.2 Apply the latest SW stack

Go the Maintenance Planer and update to the latest Components (also the latest 7.77 Kernel):

e SAPBW/42.0 SP10

e SAP Application Server 7.53 SPO4
e SAPUI7.54 SP0O8

e BW/4 Content T/B SP0O9

e BPC11.1SP0O8

e BCS/42.0SP08

Installed Software Component Versions | Installed Product Versions

Q)| [2][F][R] )P [&]=].

Component  Release SP-Level Support Package Short Description of Component
SAP_BASIS 753 0007 SAPK-T5307TINSAPBASIS SAP Basis Component
SAP_ABA 750 0007 SAPK-T5DOTINSAPABA  Cross-Application Component
SAP GWFND 753 0007 SAPK-T5307INSAPGWFND SAP Gateway Foundation
SAP_UI 754 0008 SAPK-T5408INSAPUI - User Interface Technology
ST-RI 740 0016 SAPK-TA016INSTPI SAP Solution Tools Plug-In

BWACONT 200 0009 SAPK-20009INBWACONT  SAP BW4 HAMA Content Addon
BW4CONTB 200 0009 SAPK-20009INBWA4CONTE SAP BW4 HAMA Content Basis Addon
DW4CORE 200 0010 SAPK-20010INDWACORE DATA Warehouse

UIBAS001 400 0007 SAPKA40007INUIBAS001 Ul for Basis Applications

BCS4HANA 200 0008 SAPK-20008INBCS4HANA SAP BCSMHANA 2.0

BPCAHANA 200 000% SAPK-20008INBPCAHANA BPC/4HAMA

Installed Software Component Versions ./ Installed Product Versions |

(& [&][F @] &[] =)=

Product Release SP Stack Vendor | Short Description of Product Version
BPC4HAMNA 200 08 (08/2021) sap.com SAP BPC 11.1, FOR SAP BW/4HANA
SAP BCS FOR SAP BW/MAHANA 200 SPS 08 (09/2021) sap.com SAP BCS 2.0 FOR SAP BW/AHAMNA
SAP_PERFORMANCE_MAMAGEMENT 3.0 14 (06/2021) sap.com PROFITAB. AND PERFORM MGMT 3.0
BWAHANA 200  SP9Y (08/2021) sap.com SAP BW/4HANA 2.0
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5. Access the SAP BW/4HANA server

To access the BW/4HANA server either via the Jump server which was created in Chapter 1.2.1 or if you
modified the Network security groups directly from your Desktop.

Depending on your Network and Firewall settings there is nothing else to do.

5.1 Access via SAP GUI 7.x

Simply add system with the public DNS and further settings for Instance Number and System ID in the
SAP Logon Pad.

System Entry Properties X

Connection  Metwork  Code Page

Choose the connection type and change the system parameters as required. Delete the old description
if you want the system to propose a description. Button 0K iz only active when all required input data
has been entered.

Connection Type: | Custom Application Server s

System Connection Parameters

Description: 34H - BW/4in the Azure Cloud

Application Server: | =.- 1, azure.com
Instance Number: 03
System 1D: B4H

SAProuter String:

QK Cancel Help

SAP

MNew password

Client ool Information
o Update from 22nd of April 2020
User | B4 2.0 SPOS System for Inteligent Data & Analytics
Password AR A ] @ B24(  corp/08)
BPC 2.00 SPO3
Logon Language EN BCS 2.00 5P02

B\W4 2.00 S5P0S5

FND 7.53 5P06

Kernel 7.77 PL118/LibDBSL 7.77 PL118

CommonCryntal ih WVarsion: 8.5.31 Mar 24 2020 FIPS 140-2 8.4.47.0
@ H24 ( . .corp/06)

2.00.045.00.1574836791 (fa/hana2sp04)

Extended X5a 2.00.114

AFL 2.00.045.00 (App. Function Library)
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5.1.1 Avoid SAP GUI connection closed

Add the following Parameter to the Instance Profile and restart the system.

e rdisp/keepalive timeout = 3600
e rdisp/keepalive = 20

e rfc/use gwstart =1
e gw/cpic_timeout = 1800
e gw/frag timeout = 1800

More information can be found here -
SAP GUI connection closed when connecting to SAP system in Azure

SAP Help - TCP Port of all SAP Products

5.1.2 SAP Gateway Parameter

Add the following Parameter to the Instance/Default Profile and restart the system.

There are several additional Gateway Parameters needed to ensure a proper and stable connectivity of

the SAP Gateway with the SAP S/4 Backend.
Please Note that Fixes for the SAP Gateway Service are delivered with the SAP Kernel.

e gw/acl mode =1

e gw/accept timeout = 60

e gw/activate keyword internal =1

e gw/alternative hostnames = serverl, server2, ip-addressl, ip-address2

e gw/convid tbl entries = 200000

e gw/gw disconnect = 0

e gw/internal port = 3408

e gw/max overflow size = 250000000

e gw/reg no conn info = 129
e gw/resolve phys addr = 0
e gw/sim mode =1

e gw/stat =1

e gw/reg info = $(DIR DATA)$ (DIR SEP)$ (FN_REG_INFO)
e gw/sec_info = $(DIR DATA)S (DIR SEP)S$ (FN_SEC INFO)
(DIR DATA) $ (DIR SEP) $ (FN_PRXY INFO)
e rfc/use gwstart =1

e rsdb/ssfs _connect = 1

e system/secure communication = ON

e service/protectedwebmethods = SDEFAULT

(
(
e gw/prxy info = $

Note 1444282 - gw/reg_no_conn_info settings

Note 1760329 - SAP in NAT (Network Address Translation) environment
Note 1794837 - Gateway core in GwDelConn

Note 2253115 - JCO RFC server threads are in [DOWN] state in SLD

Note 2464128 - You cannot use the gateway as proxy for this connection
Note 2875069 - GW: delayed SSL port availability after instance startup
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5.2 Access via the SAP HANA Studio

SAP Help - Connections for Tenant Databases

SAP Help - Communication Channels
Note 2101244 - FAQ: SAP HANA Multitenant Database Containers (MD

Browser or
mobile app

DB client

DB client DB client

DB client access

(xDBC) SQL/MDX HTTP/S

DB client access
(xDBC) SQL/MDX

DB client access
(xDBC) SQL/MDX

Platform Router
XS app XS app
XSA

__

SAP HANA

The default port number range for tenant databases is 3 <instance>40 - 3<instance>99. This means
that the maximum number of tenant databases that can be created per instance is 20. However, you
can increase this by reserving the port numbers of further instances. In the cockpit, a dialog will prompt
you to do this, or you can configure the property [multidb] reserved instance numbers in

the global. ini file. The default value of this property is O. If you change the value to 1, the port
numbers of one further instance are available (for example, 30040 - 30199 if the first instance is 00). If
you change it to 2, the port numbers of two further instances are available (for example, 30040 - 30299
if the first instance is 00). And so on.

Add the following Parameter to the Default Profile of the SAP HANA and restart.

SAPGLOBALHOST = <server>

SAPLOCALHOST = <server>

SAPDBHOST = <server>

SAPFQDN = <domain>.azure.com
SAPLOCALHOSTFULL = $ (SAPLOCALHOST) .$ (SAPFQDN)
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SAP HANA is set to use the IP instead of the Full Qualified Domain Name by default. This is unsuitable in
Hyperscaler Environments where you have internal and public FQDN and IP addresses.

e alter system alter configuration('global.ini', 'system') set
('"public hostname resolution=fgdn') with reconfigure

e alter system alter configuration('global.ini', 'system') set
("public_hostname resolution', 'map <server>')='<server>.<domain>.azure.com'
with reconfigure

*SQL Consale 1 JT Release Motes | Release Motes *SQL Console 4 §d SYSTEMDB@H4B X (¥, Backup SYSTEMDB@HA4B (SYSTEM
[E§ SYSTEMDB@H4B (SYSTEM)|SystemDB for H4B/01 onsap 1srv sap .azure.com 01 [Last Update: 14
Overview | Landscape | Alerts | Performance | Volumes | Configuration | System Information | Diagnosis Files | Trace Configuration
Filter: Lhostname_resolution b 4
Marme Default  System Database - H4B  Host - sap
~ [5|glebal.ini L * *
+~ [ 1 internal_hostname_resolution »
10, A ® sap .net
~ [ 1 public_hostname_resolution L * *
40, .82 ® sap -7 azure.com
Map_sape oo ® =apl azure.com
use_default_route ip ® fodn ® fodn ® fodn
1 system_landscape_hostname_resolution

[ 1 system_replication_hostname_resolution

v multidb.ini =
~ [1 readonly_parameters —_
global.ini/system_replication_hostname_resolution * =

Furthermore, create a logical link from the SAP HANA Instance Directory to the sec directory,
identically as the already existing exe link.
hi4badm@server:/usr/sap/H4B/HDB01>1n -s sec /usr/sap/H4B/HDB0l/<server>/sec

h4sadmisap z/usr/sap/H43/HDBO1> dir
total &4

drwxrwx——x 4 h4sadm sapsys 4096 Apr 21 2017 backup

lrwxrwxrwx 1 hésadm sapsys 22 Apr 21 2017 exe -> ../exe/linuxx86_ &64/hdb
—r—xr-xr—-x 1 hésadm sapsys 13573 Cct 26 22:40

—r—xr-xr-x 1 his=zadm =apsys 538 Oct 26 22:40

—r—xr-xr—-x 1 hé4sadm sapsys €935 Cct 26 22:40 h

—r—-xr—xr—x 1 h4sadm sapsys 10828 Cct 26 22:40 h

—r—xr—xr—x 1 hdsadm sapsys 1902 Oct 26 22:40 HDE

—r—xr-xr—-x 1 hésadm sapsys 2698 Cct 26 22:40 HDES

drwrr-x——— 9% hé4sadm sapsys 4096 Cct 26 22:41 s=ap

lrwxrwxrwx 1 hésadm sapsys 32 Oct 26 11:38|sec -> /usr/sap/H45/HDB01/s=ap fzec
drwxr-x——- 5 h4sadm sapsys 4096 Jan 16 2020 work

—r—-xr—xr—x 1 hisadm sapsy=s 3714 Oct 26 22:40 =terms

Note 2475246 - How to configure HANA DB connections using SSL from ABAP instance
Note 2621464 - SAP BW and HANA connection hanging
Note 2843930 - AppServers can't connect to HANA Database using encryption usin SECUDIR

Note 2846403 - Establishing an Encrypted Communication Fails on Client With "ERROR Connection
failed [...] Cannot create SSL context: [...] The PSE file does not exist"

Note 2919754 - In-Database SSL/TLS Certificate Management for Specific Host Names Still Requires
the Default PSE Store in File sapsrv.pse
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5.2.1 Access via the SAP BW-MT

Implement the BW-MT according the SAP First Guidance — Implementing BW-MT as the new SAP BW

Modeling Experience if not already done.

l_% H24@H24 (SAPHANADB) H24 - tenna

= General Information
l% H24@H24 (SYSTEM) H24 - tennant for

l—% SYSTEMDB@H24 (SYSTEM) H24 - Syst Operational Status: @ All services started
v = H4S Systemn Usage: Custom System
l_% HAS@HAS (SAPS4H) Start Time of First Started Service: 27.10.2020 13:3%:05
l_% H4S@HA4S (SYSTEM) Start Time of Most Recently Started Service: 27.10.2020 14:01:01
Iy SYSTEMDB@HA4S (SYSTEM) SystemDB  Distributed System: No
= Version: 2.00.053.00.1603311174 (fa/hana2spl03)
'C? Build Time: 21.10.2020 22:22:17
'_C_7 Platform: open5USE Tumbleweed
Z Linux Kernel Version: 5.8.15-1-default
Hardware Manufacturer: Microsoft Corporation
Installed Plug-ins: AFLSAP_AFL_SDK_APL

SAP HANA Used Memary
Used Memory/Peak Used Memory/Allocation Limit (GE)

U Systems &7 = B [T Releass Notes it I} SYSTEMDB@H24
B - - L= S O
ﬁ? | ca &5 =& [fy HAS@H4S (SYSTEM) sap azure.com 01
w = Azure
v = H24 Overview | Landscape | Alerts | Perfformance | Volumes | Configuration | System Information | Diagnosis Files | Trace

On Host [ 60,63/60,77

423,04]

MNew BW Project

System Connection

Associate the new project with an SAP system connection

Define a new system connection from scratch, or select an existing SAP Logon entry from the list:

| B4 x|
Name Desc..  5ID Group/Server Inst.. Message Server  SNC 550  Router
(o B24 - BWyd 2.0 in Azure B24  sap azure.com 08 Disabled no
[fi B24 - BW/4 2.0 SPD1 B24 08 Disabled no
New BW Project x
Connection Settings ="
System connection for the new BW project i
Connection Parameters
System ID: * pas
Connection Type: Custom Application Server v
Application Server: * sap! .3ZUre.com
Instance Number: * 08
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ﬁ MNew BW Project

Logon to System

System ID: B24
Client: *
User® | KRAMER |

Password: * | ooooooo.|

Language: * | EN

SAP HANA System
Select SAP HAMA systemn

Attach SAP HAMA systern
Configured SAP HAMNA Systerns:

(B SYSTEMDE®@H24 (SYSTEM)
(B H24@H24 (SYSTEM)
[E H24@H24 (SAPHANADE)

57 Favorites
w B BW Repository
8 [NODESNOTCONNECTEI
v (2 [0BW4_GLOBAL] Global
(= Data Flow Object
(= Variable (Formula)  (#
NTCT] Technical Con =
NTCT_BPC] BPCII
T ADD] Addit

&

@ T_PLAN] Inte:
3 [0BWTCT_ESS] Essent
(3 [0TCA] BW Users and pug

IOCESS_CHAIM] Pror
=i, Data Sources
v B SAP HANA System Library | 2
= Catalog
== Repository content

moooo
# Q0

SAH_ [S4H, 400,
% Local Objects (STMP) (7)
# Favorite Packages (7)
¢ Favorite Objects (7)

B, System Library (7) 12

¥ Project Explorer 52 5= Qutline [J InfoProvider

~ 122 B24_001_kramer_en [B24, D01, ¥PArarn rhn

= B [T Release Notes
B8 Y 3

MNew b

Go Into

Open Query via Role...

Open Query via Transient Provider...
Open BW Object...

Open BW/4 Cockpit

Ctrl+Shift+D

Show In Alt+Shift+W »

Delete

Refresh F5
Close Project
Close Unrelated Project

Coverage As ]
Run As >
Debug As >
Profile As >
Restore from Local History...

Log off from SAP HANA System

Alphabetical Order for BW Objects

Remove SAP HAMA System

Compare with ¥
Validate

Configure b

i

QRHUNEETSERBLTD TR YT A R0

T} Haa@H24 33

[E§ H24@H24 (SAPHANADB) H24 - tennant for B24 on

Project...

Database Table
File

Folder

XS JavaScript File
XS OData File

Data Flow Object...
Process Chain...
Query...

Variable...
CompositeProvider...
Open ODS View...
Aggregation Level...
Planning Sequence...
DataStore Object (advanced)...
Semantic Group...
InfoObject...

Open Hub Destination...
InfoSource...
DataSource...
Transfermation...

Data Transfer Process...
Source System...
Document Store...
Infohrea...

Application Component...

u

imation | Diagnosis Files | Tra

ermined

anaZspld)

237,60

440,86
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5.2.2 Access via OS level
To access the BW/4HANA server, you can use Putty (0.74) with the MobaXterm for Li

nux/UNIX based

Installations. For details, how to use it, visit the URL http://mobaxterm.mobatek.net/features.html
MobaXterm allows the graphical access to the Linux VM and works together with Putty. Once the

connection is created in Putty, you can import the settings into MobaXterm

‘@ root@s

Using username "root".

Welcome to SUSE Linux Enterprise Server for 5AF Applications 12 5P2 (k86_€4) - Kernel A

westeurope.cloudapp.azure.com's password:
Wed Jul 5 14:51:57 CEST 2017 from 1- - - - - - - - -.

There was 1 failed login attempt since the last successful login.

Last login: Wed Jul 5 14:51:35 2017 from

SUSE Linux Enterprize Server 12 5P2 for SAP Applications x86_ 64

Last failed login:

on ssh:notty

(64-bit)
Please register this image using your existing SUSE entitlement.

A=

"root" (sudo or sudo -i) use either one of the following commands:
SUSEConnect --url=https://scc.suse.com -e company@example.com -r YOUR _CCDE
vast scc

to register the instance with 5CC

Without registration this instance does not have access to updates and
securitcy fixes.

Forum: https://forums.suse.com/forumdisplay.php?93-5USE-Public—-Cloud

S

r (W1}).

;.

Terminal

&)

Session

westeurope.cloudapp.azure.com

Sessions Games

e

View

View Xserver Tools

Tools

Settings

EE

Split

Macros  Help

Y &

MultExec Tunneling Padkages

1 L

o

Settings

Fee

L

o

Servers Help

Games  Sessions

1
nd networking tools)

&~
‘r’ru ot

Name

Sessions

.gnupg

.hdb

.sapinst

.sdb

bin
\bash_history
.rnd

viminfo
Xauthority

(remote disp
(automatical

lay
1

is forwarded through SSH)
set on remote server)

@ Tools

SUSE Linux Enterprise Server for SAP Applications 12 SP2

login: Wed Jul 5 14 4 CEST
: login attemp since
: Tue Jun 13 13:10:09 2017 from

Enterprise Server 12 SPZ for SAP

2017 from
the last

Sftp % Macros

Applications

Please register this image using your existing SUSE entitlement.

As "root" (sudo or sudo -1) use either one of the following commands:
cc.suse.com -e company@example.com -r YOUR_CODE

to register the instance with

Without registration this instance does not have access to updates and

/forums .suse.com/forumdisplay.php?93-SUSE-Public-Cloud

tlHave a lot of fun...
~#
[ Follow terminal folder i

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: hitp://mobasxterm.mobatek. net

X

X server
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Even that MobaXterm also includes a FTP tool, WinSCP is more convenient for the usage
free to use the tools of your choice.

. However, feel

&1 patches_netweaver_BW4 - root@sap steurope.cloudapp.azure.com - Win5CP —

Local Mark Files Commands Session Options Remote Help

aa] % @ Synchronize | Bl r!s? = {'5 é}] Queue ~ Transfer Settings Default v a v

B root@s, - 00ttt PR p.azure.com Iﬁ' MNew Session

. D: TTB_HDD - D&% software =] & 2 | B, Find Files | T

= & o

D SAP\patches_ _BW4 fsapmnt/software

Narne Size Type Changed Name Size Changed Rights Owner

Ll Parent directory 27.062017 | | .. 14.05.2017 11:31:20 Tk root
exportB4H_062017 File folder 07.08.2017 kernel 13.068.2017 13:23:05 VXTI root
transports File folder 15.05.2017 SWPM 13.06.2017 12:27:30 TWHI-XI-X root
Motes File folder 14.05.2017 _sar 13.06.2017 11:22:13 FWXIWXIWK root
index File folder 23.04.2017 exportB4H_062017 07.06.2017 14:20:44 PWPANA root
exportB4H_032017 File folder 22.03.2017 HANA 14.05.2017 23:13:42 PWXIWXNWH root

[5] K-10002INBWAC ONT.SAR 8'122KB SARFile 27.06.2017 10_18.1 14.05.2017 16:48:05 PWXIWXIWK root

[55]K-10002INBWAC ONTE.SAR 5'238KB  SARFile 27.06.2017 exportB4H_042017 23.04.2017 18:30:16 PWRIWXIWK root

[52| SAPEXE_219-70001625.54R 315’709 KB SAR File 07.06.2017 | | [85|SWPM10SP20_2-20009701.54R 533'207 KB 07.06.2017 11:29:50 PWXIWRIWK root

[] SAPEXEDB_219-70001624.54R 15'433 KB SARFile 07.06.2017 | | [¥2K-10004INDWACORE.SAR 162'033 KB 09.05.2017 0T:52:39 PWXIWXNWK root

[5=] SWPM10SP20_2-20009701.54R 533'207T KB  SARFile 07.06.2017 | | (5=l KD75065.5AR 46 KB  08.05.2017 14:55:27 FWXIWXIWH root

glinux-repnrts.tar.gz 4KB  WinRAR archive 24.04.2017 |_'| SAPCAR 4'327KB  02.02.2017 15:59:44 PWXTWXIWX root

gindex.zwp 1'422'080 KB WinRAR ZIP archive  23.04.2017

gexpnrtBIiH_MEDT T.rar 4817613 KB WinRAR archive 05.04.2017

[5] K-10001INBWAC ONTB.SAR 19KB SARFile 23.03.2017

[55]K-10001INBWACONT.SAR 3151 KB SARFile 23.03.2017

B exportBaH_032017 7ip 4'82T'938 KB WinRARZIP archive  22.03.2017

| B4H_ D03 It5007 KB File 11.03.2017

\j DEFALLT.PFL 3KB PFLFile 11.03.2017

[ B4H_AsCS02_1t5007 3KB File 07.08.2016

xhost +<server.domain.ext>

5.2.3 Access the XSa Infrastructure

Depending on the way, you implemented the XSa Infrastructure you haven to open some additional
Ports to allow the access of several applications like WebIDE, DWF, XSa Monitoring/Cockpit, etc.

Note 2245631 - Routing Mode and Default Domain configuration for SAP HANA extended application
services, advanced model

Note 2711421 - Installing SAP HANA Extended Application Services, advanced model using the XS
Advanced installation media

1280 WebIDE_App_in 53075 Any

1290 XSa_..ooe in 30130-30M32 Any

1300 XSa_DWF_in 51077 Any

1310 X5a_Dev_in 51022 Any

1320 X5a_Execution_in 49951 Any
xs-admin-login
xS version = shows additional application ports
h4badm@-------rv:/usr/sap/H4B/HDBO1/- ... ./trace> tail -f xscontroller.out
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6. Further Settings and Connectivity

Now that you rudimental find your way around the Microsoft Azure Infrastructure there are additional
settings and connectivity options which enables for example the access of the existing IT infrastructure
inside your network or other IT topics.

6.1 Activate the Azure PowerShell

Even that you can configure almost everything in the Azure Portal for your Cloud based Infrastructure,
some enhancements are available with the Azure PowerShell only.

The Azure PowerShell is an extension to the Windows PowerShell and provides a set of cndlets that use
the Azure Resource Manager model for managing your Azure resources.

Review the Install article to get Azure PowerShell up and running on your system. Then read the Get
Started article to begin using it. For information about the latest release, see the release notes.

The following samples can help you learn how to perform common scenarios with Azure PowerShell:

e Linux Virtual Machines
e Windows Virtual Machines

Log in with Azure PowerShell

Administrator: Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help
e  d & B » P W W= | 8| B0 & |E-
Untitled1.ps1 | Install_Powershell RM.ps1 X & Commands X X
1 Install-Module Azure
Install-Module Azure -AllowClobber Modules: | AzZure v
Import-Module Azure
Install-Module AzureRM Name:

Import-Module AzureRM

o

Add-AzureAccount
Add-AzureApplicationGatewaySsiCertificat
Add-AzureCertificate
Add-AzureDataDisk
Add-AzureDisk

Add-AzureDns
Add-AzureEndpeoint

e e Add-AzureEnvironment
Add-AzureHDInsightConfig\Walues
Add-AzureHDinsightMetastore
Add-AzureHDInsightScriptAction
Add-AzureHDInsightStorage
Add-AzurelnternalLoadBalancer
Add-AzureNetworkinterfaceConfig
Add-AzureNodeWebRaole
Add-AzureModeWorkerRole
Add-AzurePHFWebRole
Add-AzurePHFWorkerRole
Add-AzureProvisieningConfig

Ln1 Col1 100%
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6.1.1 Useful Power Shell snippets

6.1.1.1 Logon via PowerShell

Login-AzureRmAccount

Select-AzureRmSubscription -SubscriptionId <your-SID> -SubscriptionName <your-SIN>

6.1.1.2 Change internal IP address

With this snippet, you can change the internal IP address without deallocate the IP first. This is useful in
case you used a wrong IP Range on Azure which would interfere with the on-premise IP Range in case of
a VPN Tunnel usage.

Svnet Get-AzureRmVirtualNetwork -Name <your-vnet> -ResourceGroupName <your—-group>

Ssubnet Get-AzureRmVirtualNetworkSubnetConfig -Name FrontEnd -VirtualNetwork Svnet

$nic Get-AzureRmNetworkInterface -Name <your-network-If> —-ResourceGroupName <your-
vnet>
Snic Set-AzureRmNetworkInterfaceIpConfig -Name ipconfigl -PrivateIpAddress

10.xxx.xxx.xxx —-Subnet S$subnet -Primary

Snic Set-AzureRmNetworkInterface

6.1.1.3 Add the CustomScriptExtension

With this Extension it is possible to run Administration Scripts against a Windows Domain controller, as
there are limitation in the usage of certain commands, e.g. Changing or extending the Lifetime of the
Domain Controller Password, etc.

Go to the Details of your Virtual machine and select Extensions on the left side and use the +Add Button
to add the CustomScriptExtension

EI sapb4hjump - Extensions

Virtual machine

B Search (Ctrl+/) +AC|C|
- L Search
22 Networking
NAME TYPE
& Disks
CustomSceriptExtension Microsoft.Compute.CustomSeriptExtension
4 Size
enablevmaccess Microsoft.Compute VMAccessAgent
7 Extensions
MicrosoftMonitoringAgent Microsoft.EnterpriseCloud.Monitoring MicrosoftMonitoringAgent
Availability set
VMSnapshot Microsoft.Azure.RecoveryServices.VMSnapshot
& Configuration
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New resource # X = Custom Script Extension
Mic 1
; o Custom Script Extension is a tool that ean be used to automatically launch and execute VM
Acronis Backup (preview) o ) . ) o ;. o
A Acronic | customization tasks post configuration. When this Extension is added to a Virtual Machine, it can
cronis. ne download Powershell scripts and files from Azure storage and launch a Powershell script on the VM

which in turn can download additional software components. Custom Script Extension tasks can also
be automated using the Azure Powershell cmdlets.

v il s =

[
Custom Seript Extension
PUBLISHER Microsoft Corp.

Microsoft Corp.

Datadog Agent for Windows

Datadog Inc.

USEFUL LINKS Powershell cmdlets
PowerShell Desired State

Configuration

Microsoft Corp.

Create a script with the ending *.psl and paste the necessary command into it.
- Get-AzureADUser / Set-AzureADUser

Select the script from your local frontend and press the OK Button. The script will now run against the
VM.

Install extension X

* Script file (Required) @
*008817_user.ps1” [=]

Arguments (Optional) @

Azure Help - How to reset the Remote Desktop service or its login password in a Windows VM

Azure Help - https://docs.microsoft.com/en-us/azure/virtual-machines/windows/extensions-

customscript#powershell-deployment
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6.2 Additional connectivity for the Cloud

6.2.1 Activate a customer DNS service

The first step to make your on-premise server and applications are visible for the Azure Cloud
environment beside the Network security groups, is to activate an own DNS service.

For this service the existing Jumpserver based on Win64 can be used. Of course, you can also choose
another VM for that service.

Microsoft Azure Help
Name Resolution for VMs and Role Instances

Name resolution using your own DNS server

DNS gqueries
for vnetl or 2
are forwarded

. LN R LN N NN L N NN N L BN N . L E R B E B EEEEERENEERENESEHSEHNH®E.!] LN ]
. p . p
[ . [ ] e
- . / ™
[ ]
« Queries for mN /:Eﬁ;m}\ " Quenesforwet2semt =
® to Azure for resolution ﬂ s f‘:““"ded E to Azure for resolution
. atweaen

™

. \\mets /’/ N ™
. DNS Queries » . INS DNS Queries .
- " . gid o o
- 10 Jil : mr— . 0.2.0.4 :
. = 525 . s
- - [ ] | .
- - [ ] -
[ ) | ; I [ ] l ; I
- "] . L ] Vi .
: 5 il : : ragropu :
L ]

ssssssssss <ynetl —10.1.0.0/24> .* g "

 FEEEEEEER Y .;_'\.-n@t:,_‘ —_ J_U‘;_'qu"‘:_’l;

Microsoft Azure Help
Specify a DNS server in Azure
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Logon to the Jumpserver and use the Server Manager Application to add the DNS server role.

f Server Manager

H DESTINATION SERVER
B Lo Select server roles R
HE Al

% DN Before You Begin Select one er more roles to install on the selected server.

BE File Installation Type Roles Description

Server Selection A Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue

and manage certificates used in a

[l ctive Directory Certificate Service
[] Active Directory Domain Services
[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services ’ =
[] Device Health Attestation variety of applications.
[C] DHCP Server

+' DNS Server (Installed)

[] Fax Server

[ File and Storage Services (2 of 12 installed)

[] Host Guardian Service

[] Hyper-v

[ MultiPaint Services

] Metwaork Contraller

[] Metwork Palicy and Access Services

] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[ valume Activation Services

] Web Server (lIS) v

Features

| < Previous | | Next = | Install Cancel

After the DNS service is activated, you can configure the DNS application accordantly.

- Create Forward Lookup Zones
- Within the Zones create Hosts (A or AAAA)

5_., DMS Manager —
File Action View Help
e’ nEXEczHE § 8

ﬁ] DNS Name Type Data

e i S{iPBdHJUMP Q (same as parent folder) Start of Authority (SOA) [10], sapbdhjurmp., hostmaster.
w || Forward Lookup Zones

Q(same as parentfolder) Mame Server (N5) sapbdhjump
Host (4)
Host (4)
Host (4)
Host (4)
Host (4)
Host (4)
Host (4)
Host (4)
Host (4)

7] Trust Points
» [ Conditional Forwarders

U 7 T T Y
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6.2.2 Configure a Site-to-Site connection

The Site-to-Site connection is necessary to allow the communication between the on-premise systems
and the Cloud hosted servers.

Microsoft Azure Help
reate a Site-to-Site connection in the Azure portal

‘ VPN VIP VPN VIP

131.1.1.1 40.71.184.214

TestVNet1

East US -+ ) > a
10.11.0.0/16 IPsec IKES25 VPN

10.12.0.0/16  ypN Gateway Tunnel (

As this is a complex process there are several components to touch and some of them are already
configured during the process of the creation of the VM's.

Check with your Network Security Team first to plan the VPN Gateway properly.

Microsoft Azure Help
e Before you begin

e Planning and design for VPN Gateway

e About VPN devices and IPsec/IKE parameters for Site-to-Site VPN Gateway connections

6.2.2.1 Create a virtual network

ZUre MNew > Virtual network

G Virtual network

Microsoft

Create a logically isolated section in Microsoft Azure with this networking service. You can securely
connect it to your on-premises datacenter or a single client machine using an IPsec connection.

= Wirtual Metworks make it easy for you to take advantage of the scalable, on-demand infrastructure of
Azure while providing connectivity to data and applications on-premises, including systems running

mmm on Windows Server, mainframes, and UNIX.

Use Virtual Network to:

e
+ Extend your datacenter
.. * Build distributed applications
* Remotely debug your applications
v | Win E
o
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https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-plan-design
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Select a deployment model @

= Resource Manager v

> | Create

Create virtual network

* Mame

| VMet BWdonbdzure o

* Address space @

10.1 255 (250 addresses)

* Subnet name

| GatewaySubnet v

* Subnet address range @

* Resource group @

Create new  (® Use existing

BWdonAzure e

* Location

West Europe v

6.2.2.2 Specify a DNS server

B== a7ure_vpn_net extension - DNS servers

www
Virtual network

K Search (Ciri+/) |_:| Save X Dizcarg

DMS servers @
AP i . N N
‘ Chrerview Cefault (Azure-provided)
B Aciviyleg | T

. A R
i Access control (LAM)

& Tags

Add DNS server
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6.2.2.3 Create the gateway subnet

Lre azure vpn_net_extension - Subnets > Add subnet

Add subnet

dZUre_vpn_net extension

* Mame
| GatewaySubnet |
=
* Address range (CIDR block) @
[ || D— @
HH 10 28
10. (16 addresses)
L]
.. Metwork security group 5
Route table S
. Mone
B

6.2.2.4 Create the VPN gateway

Marketplace Everything
Everything Y Filter
= Compute ——
| A Virtual network gateway
L Networking
Results
e Storage
NAME PUBLISHER
L Web + Mobile
Virtual network gateway Microsoft
Databases
~ Local network gateway Microsoft
[ ] Data + Analytics

Virtual network gateway

Microsoft

A virtual network gateway is the software VPN device for your Azure virtual network. Use this with a
connecticn to set up a site-to-site VPN connection between an Azure virtual netwerk and your loca
network, or a VNet-to-VMNet VPN connection between two Azure virtual networks. It can also be used
to connect a virtual netwerk to an ExpressRoute circuit,
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Microsoft Azure Help
Create your first virtual network

Create virtual network gate... O X

Gateway type @

WPM ExpressRoute

VPN type @

LU e

I Basic W |

* Virtual network @

Choose a virtual network

Pin to dashboard

m Automation options

Provisioning a virtual network gateway may take
up to 45 minutes,

6.2.2.5 Create the local network gateway

Y Filter

A~ Local network gateway

Results

NAME

Ll Local network gateway

Virtual network gateway

PUBLISHER

Microsoft

Microsoft

August 2022

44


https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-get-started-vnet-subnet
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¢ Local network gateway

Microsoft

A local network gateway represents the hardware or software VPN device in your local network. Use
this with a %:n"e:t c-’} to set up a site-to-site VPN connection between an Azure virtual network and

your local netwark,

There are no additional charges for creating local network gateways in Microsoft Azure,

Create local network gateway O X

* Mame

Customer_Gateway o

Address space @

10. 10 en
Add additional address range wes
* Subscription
R RPN v
¥ Resource group @
Create new (@ Use existing
EDW A4
* Location
West Eurcpe W

Create Automation options
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6.2.2.6 Configure your VPN device

Microsoft Azure Help
Validated VPN devices and device configuration guides

6.2.2.7 Create the VPN connection

Microsoft Azure Help
Create a VNet with a Site-to-Site VPN connection using PowerShell

1;:} Add connection B X

Azure_SAP VPMN_gw

* Mame

| Customer_to_Azure_GW v |

Connection type @

| Site-to-site (IPsec) W |

* Virtual network gateway @ a
Azure_SAP_VPMN_gw

* Local network gateway @ S

Choose a local network gateway

* Shared key (PSK) @

istselret \f|
Subscription @
| v

Resource group @

B
&
8
L 4
=~
L 4
>
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6.2.2.8 Verify the VPN connection

In the Azure portal, you can view the connection status of a Resource Manager VPN Gateway by
navigating to the connection. The following steps show one way to navigate to your connection and
verify.

=

In the Azure portal, click All resources and navigate to your virtual network gateway.

2. Onthe blade for your virtual network gateway, click Connections. You can see the status of each
connection.

3. Click the name of the connection that you want to verify to open Essentials. In Essentials, you can

view more information about your connection. The Status is 'Succeeded' and 'Connected' when

you have made a successful connection.

o dd
| lSe.s."c."'. cannections
NAME “ STATUS #~ COMNMECTION TYPE “  PEER
VNet_‘:':':';':;:':': Site-to-site (IPsec) SAP_':':':':'::
=2 Move ﬁ Delete
Essentials -~
Resource group (change) Data in
0B
Staftus Data out
Succeeded 0B
Lacation Wirtual network
West Europe 8zZUrE_VPN_ - T
Subscription name (changs) Wirtual network gateway
B PP DD PE PPN Azure SAP_ -
Subscription ID Local network gateway
d4?1241_ ..................................... S'&‘p_--------------

To connect to a virtual machine

You can connect to a VM that is deployed to your VNet by creating a Remote Desktop Connection to
your VM. The best way to initially verify that you can connect to your VM is to connect by using its
private IP address, rather than computer name. That way, you are testing to see if you can connect, not
whether name resolution is configured properly.

Microsoft Azure Help
How to configure BGP on Azure VPN Gateways using PowerShell
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6.2.3Connect the SAP system to sapservX

To enable the automatic download of SAP Notes via tx. SNOTE, the SAP system located in the Azure
Cloud needs access to the sapservX service.

[ Parameter |§APr0uterat SAP] System  Help

CEQ CHE Do BE @

rketplace

Router Data for SAP Service Marketplace Logon

SAProuters at Customer Site

SAProuter 1 SAProuter 2
Name [ 1 Mame
1P Address IP Address
Instance no. [] Instance no. |

SAProuter and SAP Service Marketplace Message Server at SAP

SAProuter at SAP SAP Service Marketplace Message Srvr
Mame sapser\.ei Mame W
IP Address 147.204.2.5 DB Name 001!

Instance no. ag Instance no. 01

There is no need to maintain a SAP Router service on the Azure Cloud, a designated Firewall rule with
your local Network is necessary.

A

SAP Help - Support Backbone Update

Note 1668882 - Note Assistant: Important notes for SAP_BASIS 730,731,740,750

Note 2738426 - Automated Configuration of new Support Backbone Communication

task list SAP_BASIS_CONFIG_0SS_COMM

Note 2631190 - Download location of SSL certificates req for Support Hub Connectivity configuration
Note 2827658 - Automated Configuration of new Support Backbone Communication - Update 02
contains TCI K75000KCPSAPBASIS.SAR

Note 2836302 - Automated guided steps for enabling Note Ass. for TCl and Digitally Signed SAP Notes
report RCWB_TCI_DIGITSIGN_AUTOMATION

Note 2869143 - Composite note for handling of Digitally Signed SAP Notes in Note Assistant (SNOTE)
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6.2.4Connect Azure based System to local SLD/LMDB

Another important connection to realize, is the update of the existing system landscape directory with
your SAP Systems available in the Azure Cloud. Assuming the SLD service and the corresponding
LMDB hosted on the Solution Manager is available in the on-premise Network only.

To maintain software lifecycle task, the system data needs to be updated to the SLD service via tx.
RZ70. Details of the activation can be found here -
SAP First Guidance — SEM/BW Modelling in SolMan 7.1 with MOPZ/MP

Registration in System Landscape Directory

&b Schedule Background Job T Delete Background Job  Bf

RFC Connection to SLD Periodic Data Transfer

Gateway Host [¥] |Background job scheduled
Gateway Service 720 | Period in Minutes

HTTP(S) Connections to SLD

12F) [

E: HTTP Destination “| Active |SLD URL User Configuration

SLD_DS_TARGET B (v http:ft. o c:50500 SLD_CS_USER

Note 2188401 - Enabling HTTP(S) in RZ70

Use the Program RSLDHTTPCONF to configure the HTTP(S) support in Transaction RZ70
SLD DS HTTP(s) Configuration
&

RZ70 configuration Create Hitp Destination

Automatically create HTTP destination:

HTTP Destination SLD_D3_TARGET

551 Status(Https) [+l

Host Name S

Port(Service No.) 50501

User Name 5L.D_C35_USER

password R L e i
Repeat pas;wnrd E*********************************************‘;

SAP First Guidance — complete functional scope (CFS) for SAP BW 7.50

Note 2046334 - Distribution of TMS configuration ends with an error

Note 2691074 - SPAM / SAINT hangs at IMPORT_PROPER problem connecting to Message Server

niping -v
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6.3 smart data integration (SDI) with SAP HANA

Blog - Smart Data Integration available for the SAP Cloud Platform
Blog - next Mystery solved — proper SAC Connection

The SAP HANA smart data integration and SAP HANA smart data quality options provide tools to
access source data, and provision, replicate, and transform that data in SAP HANA on-premise or in the
cloud. The smart data integration and smart data quality options let you enhance, cleanse, and
transform data to make it more accurate and useful. These options let you efficiently connect to any
source to provision and cleanse data for loading into SAP HANA on-premise or in the cloud, and for
supported systems, write back to the original source.

SAP Help - SAP HANA Smart Data Integration and SAP HANA Smart Data Quality

SAP Help - Enable the Server in a Multi-database Container Scenario
Start a “dpserver”on the SAP HANA Server as follows:

ALTER DATABASE H4X ADD 'dpserver'

SAP Help - Download and Deploy the Data Provisioning Delivery Unit
Import the Delivery Unit for SDI as well
Note 3127084 - SAP HANA Smart Data Integration and SAP HANA SDQ 2.0 SP 06 Patch Ox (2.6.0)

L] —
¢ SAP software Downloads Downloads ~ Enter search term Q| & Roland Kramer (1008817)

SAP IN-MEMORY (SAP HANA ) / HANA PLATFORM EDITION / SAP HANA SDI / SAP HANA SDI 2.0 / COMPRISED SOFTWARE COMPONENT VERSIONS /
HANADP 2.0

DOWNLOADS

(@) Multispanning: Packages that are larger than 4 GB will be packed in an archive, which is split into 4 GB parts. All archives need to be downloaded and
unpacked. For more details on multispanning and how to extract the multi-part .exe archive on UNIX See SAP MNote 886535.

Items Available to Download (3) #0S INDEPENDENT  ~~ ‘ ‘ SAP HANA DATABASE 1

Selected ltems (0)
I:‘ Name Patch Level File Type File Size Release Date Change Date  Related Info

HANAIMDPO6_0-70002513.ZIP

[] o zP 407KB  15.12.2021  15.12.2021 =
SP06 Patch0 for HANA DP 2.0
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W Import o x I8 import Through Delivery Unit u] x
Select \ Select File
Select Delivery Unit mode to import abjects available at the server ar client M Select the required file to import content objects.
locaticn in the form of g files.
Select file
Select an import wizard: Oserer S
type filter text .
| File: [ D:\SAP\hana\,2.0.060.0\HANA_IM_DP-2.6.00.tg2 Browse...
(& Prafiling -
w [ Run/Debug At
o5 Breskpoints }
8 Lounch Configurations S
& sap [ Activate objects
» B SAPHANA Activate Mode: Stop activation in case of inconsistencies in affected cbjects ~
w (2 SAP HANA Content
£x3 Data from Local File
gz3 Delivery Unit
1= Developer Mode . Object import simulation
v (& System.)
ity Mase mport of Metadats 4 Status Objectname  Package name ~
23 SAP NetWeaver BW Models [ HAX@HAX (SAPHANADE) HAX/12 HANA for Wy i
£z Selective Import of Metadats HAX@HAX (SYSTEM) H4X/12 HANA for WaX -] h i
\ = Tesrn By SYSTEMDBOHAX (SYSTEM) SystemDB for HAX/12 [ saphana.im.dp
£ Taxthdat, ) Q s3p.hana.im.dp.admin
] sap-hana.im.dp.admin
(-] dpadmin sap.hana.im.dp.admin
) < Bk i o] |®@ <ok = aa || @ T Conce

Install the latest Version of the DP Agent along with the DI Delivery Unit (higher Version are possible as
the SAP HANA Version (e.g. DI Agent SPO6 PL10 with HANA 2.0 SPO5 PL59.01)

Note 3141796 - SAP HANA Smart Data Integration and SAP HANA SDQ 2.0 SP 06 Patch 1x (2.6.1)
Note 3167432 - SDA & SDI - Creating Remote Sources via HANA Studio Fails

SAP IN-MEMORY (SAP HANA ) / HANA PLATFORM EDITION / SAP HANA SDI / SAP HANA SDI 2.0 / COMPRISED SOFTWARE COMPONENT VERSIONS /
HANA DP AGENT 2.0

DOWNLOADS

(L) Multispanning: Packages that are larger than 4 GB will be packed in an archive, which is split into 4 GB parts. All archives need to be downloaded and unpacked. For
more details on multispanning and how to extract the multi-part .exe archive on UNIX See SAP MNote 886535.

Items Available to Download (5) LINUX ON X86_64 64BIT “ T

Selected Items (0)

D Name Patch Level File Type File Size  Release Date  Change Date  Related Info

IMDB_DPAGENT200_06P_20-70002516.ZIP

20 AP 794501 KB 14.05.2022
SPO06 Patch 20 (2.6.2.0) for HANA DP AGENT 2.0 (%)

Al

IMDB_DPAGENT200_06P_12-70002516.ZIP
D 12 ZIP 789718 KB 17.03.2022 17.03.2022

I

SPO6 Patch 12 (2.6.1.2) for HANA DP AGENT 2.0

IMDB_DPAGENT200_06_0-70002516.ZIP

0 ap 783897 KB 15.12.2021 15.12.2021
SPO6 for HANA DP AGENT 2.0

<l

SAP Help - Installation and Configuration Guide

After the Installation (done with <sid>adm), you can check the availability of the Agents in HANA

select * from M_HOST_AGENT INFORMATION
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J= Release Motes B *SQL Console 1

| H43@H43 (SYSTEM) it -orp 01 |

M SOL | | FH Result
| select * from M_HOST_AGENT_INFORMATION |

M *HA3@H43 - S0L Console 2

HOST  CLASS_MAME INSTANCE_MUMBER  PROPERTY_NAME  PROPERTY_VALUE
1 It SAP_ITSAMComputerSystem 0 CPUCount 160
2 It SAP_ITSAMComputerSystem 0 Caption IBM Systern 23850 X5 -[7143Y62]-
3 It SAP_|ITSAMComputerSystem 0 CreationClassMN...  SAP_ITSAMComputerSystem
4 It SAP_ITSAMComputerSystem 0 FODMame [t3087.wdf.sap.corp
5 It SAP_ITSAMComputerSystem 0 Hostnames localhost; it Coorpl.
] It SAP_ITSAMComputerSystem 0 IPAddresses 127.0,0.1;10. ...
T It SAP_ITSAMComputerSystem 0 Manufacturer IBM
8 It SAP_ITSAMComputerSystem 0 Model System x3830 X5 -[7143¥62]-
9 It SAP_|ITSAMComputerSystem 0 MName i
10 It SAP_ITSAMComputerSystem 0  MNameFormat P
1 It SAP_ITSAMComputerSystem 0 OperationalStatus 2
12 It SAP_ITSAMComputerSystem 0 SerialNumber 06T4349
13 It SAP_ITSAMOperatingSystem 0  AvailablePhysic.. 637066268
14 It SAP_ITSAMOperatingSystem 0 CSCreationClass.. SAP_ITSAMComputerSystem
15 It SAP_ITSAMOperatingSystem 0 CSMName [t5087
16 It SAP_ITSAMOperatingSystem 0 Caption SUSE Linux Enterprise Server 12 ...
17 It SAP_ITSAMOperatingSystem 0 CreationClassN...  SAP_[TSAMOperatingSystem
18 It SAP_ITSAMOperatingSystem 0 CurrentTimeZone 60
19 It SAP_ITSAMOperatingSystem 0 CurrentTimeZe.. CET
20 It SAP_ITSAMOperatingSystem 0 FreePhysicalMe.. 230719316
21 It SAP_ITSAMOperatingSystem 0 FreeSpacelnPagi.. 33321092
22 It SAP_ITSAMOperatingSystem 0 FreeVirtualMem... 264240408
23 It SAP_ITSAMOperatingSystem 0 KernelVersion 4.4,180-94.147-default #1 SMP ...
24 It SAP_ITSAMOperatingSystem 0 Mame LINUX
25 It SAP_ITSAMOperatingSystem 0 OS5Bits 64
26 It SAP_ITSAMOperatingSystem 0 OSType 36
27 It SAP_ITSAMOperatingSystem 0__PPMSName LINUX X286 64

Start the Agent Configuration as follows:

h43adm@server:/usr/sap/dataprovagent/bin> ./agentcli.sh --configAgent

DPAgent

e e e 3 o o o o o ook o ok ok o o ol e ok ok o o o ol ol ok o o o o o ok o o o o o o o o e b

Agent Status

Start or Stop Agent
Agent Preferences
Remote Source Credentials

SSL Keystores & Settin
onfigure DPAgent HTTPIS) Proxy Authentication

SAP HANA Connection

Agent Registration
Adapter Registration
Custom Adapters

Agent & Adapter Versions
Quit

Back

Ahkk kA A kA&

Enter Option:[]

Tt o o o o ok o ok o o ok o o o ok ok o ol o ol ok o o o o o o o o o o o o ok ok o e b o
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6.3.1 SAP HANA deployed on premise

Data Provisioning Index Server
Server
Source

TCPIP (S5L)
5050

SAP HANA X5

HANA_IM_DP DU
Monitoring

Data Provisioning
Agent

Java & C++
Adapters
Configuration
Tool

Source
Protocol

Outbound Connections

When SAP HANA is deployed on premise, the Data Provisioning Server within SAP HANA connects to
the agent using the TCP/IP protocol (HTTP Port 5050 by default). To manage the listening port used by
the agent, edit the adapter framework preferences with the Data Provisioning Agent Configuration tool.

The connections to external data sources depend on the type of adapter used to access the source.
C++ adapters running in the Data Provisioning Server connect to the source using a source-defined
protocol. Java adapters deployed on the Data Provisioning Agent connect to the source using a source-
defined protocol.
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6.3.2SAP HANA deployed in the cloud or behind a firewall

Data Provisioning Index Server
Server

Source

Source Protocal

SAP HANA X5

HANA_IM_DP DU
Monitoring

Data Provisioning
Agent

Java & C++

Source
Protocol

HTTP(S) Admin

Proxy

Configuration
Tool

il

Inbound Connections

When SAP HANA is deployed in the cloud or behind a firewall, the Data Provisioning Agent connects to
the SAP HANA XS engine using the HTTP/S protocol. (HTTP Ports 80xx and 43xx by default)

When the agent connects to SAP HANA in the cloud over HTTP/S, data is automatically gzip
compressed to minimize the required network bandwidth.

For information about configuring the port used by the SAP HANA XS engine, see the SAP HANA
Administration Guide.

6.3.3 Components

SAP HANA smart data integration and SAP HANA smart data quality include several components that
you need to install, deploy, and configure.

SAP Help - Components to Install, Deploy, and Configure

6.4 nearline storage (NLS) with SAP HANA
Qverview

https://blogs.sap.com/2016/10/12/sap-nls-solution-sap-bw/
https://blogs.sap.com/2015/11/17/increasing-the-sap-nls-performance/
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6.5 BW/4 HANA and SAP Data Intelligence

Qverview

https://blogs.sap.com/2020/03/20/sap-data-intelligence-next-evolution-of-sap-data-hub/
Blog - Unified Data Integration for SAP

SAP Data Hub Integration

SAP Analytics Cloud

e

SAP BW/4HANA 3rd Party / Open APls LU PRG0S

Meta Data Governance
Data Modelling
Process & Orchestration

Data Management

yrS— s o P

Data Lake / Object Stores

BusinessObjects™ ==« Bl | Predictive | Planning ;ie 3r-PartyAnalytics r JSAPUI5

SAP Lumira ool

o E’I:ZH ANA @ @ <9
: SQL Data CaleViow Broced soL

ajIng juswabeuel eleq YNVH dVS

Data Lake

SAP Vora

. TaskChai —
Warehousing wcren K= 590&1
o
wheam cloudera
- 7~
CDS - NDSD Virtual Tables

L O
Flowgraphs DW Maonitor " \
|altiscale /

ETLﬁ Replication ﬁ Streaming ﬁ Virtual Access "
esanana  TeraDATA [ ) A e ORACLE aan
Sensor Machine
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6.6 SAP Analytics Cloud (SAC)

SAP Community - SAP Analytics Cloud

SAP Help - SAP Analytics Cloud

SAP Help - Live Data Connections to SAP BW

SAP Help - What's new in SAC (bi-weekly update)

Blog - next Mystery solved — proper SAC Connection

Note 2415249 - Using SAP Analytics Cloud as Client for SAP BW queries on BW 7.50

Note 2518900 - How do | connect SAP Analytics Cloud (BOC) to SAP S/4HANA Cloud Identity Provider

Note 2541557 - SAP Analytics Cloud with BW live connection - Which SP is recommended?
(this Note cont. a XML file with which can be applied with Z_SAP_BW_NOTE_ANALYZER)

Note 2715030 - Considerations when using SAP BW and SAP S/4HANA Live Connections in SAC
Note 2728183 - SAP Analytics Cloud (SAC) releases and release information

Concur SuccessFactors SAP Cloud Platform
Salesforce OData SAP S/AHANA Cloud
Fieldglass SAP Hybris Cloud for Customer
Google Drive SAP Business ByDesign Live conneﬂio ns
Qbata SAP BPC MS Csv SAP HANA
SAP BPC Nw SAP BW TXT SAP HANA SAP BW
SAP ERP XLSX SAP BW SAP 5/4HANA
SAP Universe SAP S/4HANA SAP Universe
SQL Databases SAP Universe
|

Blog - SAP Analytics Cloud: Live Data Connection to SAP BW/4HANA
Blog - Enable BW Direct Live connections in SAC

&

For the option “Data Connectivity - Import” you will need
6.6.1 Configuration SAP Cloud Connector
6.6.2 Configuration SAP Analytics Cloud Agent

For the option “Data Connectivity - Live" you will need

6.4 onfiguration of Cross-Origin Resource Sharin R
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6.6.1 Configuration SAPCP Cloud Connector
SAP Analytics Cloud Help - Installing the SAPCP Cloud Connector
SAP BTP Help - Cloud Connector for the Cloud Foundry environment

Download the necessary Software from here - https://tools.hana.ondemand.com/#cloud

Cloud Connector

The Cloud Connector is an optional on-premise compenent that is needed to integrate on-demand applications with customer backend services and is the counterpart of
SAP Connectivity service.

For more information, see the Cloud Connector documentation.

Note: The Portable archives for Cloud Connector are meant for non-productive scenarios only. They can be used even if you don't have administrator permissions on the
machine, on which you like to use the Cloud Connector. However, those variants do not support upgrades from previous versions.

Available Cloud Connectors

Operating Sy stem” Architecture Version File Size Download

N sapcc-2.14.0.1-linux-

Linux ppcédle 2.14.01 739 MB opchdle zip (shal)

P— sapcc-2.14.0.1-linux-x64 Zip
Linux x86_64 21401 722 MB <hai

The SAP JVM is a prereguisite for local profiling with the SAP JVM Profiler. It is a standard compliant certified JOK, supplemented by additional supportahility and
developer features and extensive monitoring and tracing faciliies. For more information, see the SAP JVM documentation.

Available SAP JVMs

Operating sygtem" Architecture Version File Size Download
N sapjvm-8.1.084-linux-x64.zip
Linux %86_64 2.1.084 120.0 MB e
Linux %86_64 31084 126.0 MB L
Component 2‘?56{:;,20" Architecture  Version File Size Download
SDI Data Provisioning Agent Linux %26_64 R 803.4 MB Download Link (shal)
Install the Cloud Connector Components
sap...lri/sapmnt/software/Cloud Connector #
rpm -1 sapjvm-8.1.084-1linux-x64.rpm
sap:.--.ri/sapmnt/software/Cloud Connector #
rpm -i com.sap.scc-ui-2.14.1-8.x86_64.rpm
Installing Cloud Connector
search for java installations ...
Found SAP JVM 8 installation. Will use it for cloud connector.
scc_Daemon installed.
Cloud Connector server can be managed using systemctl scc_daemon start | stop
/usr/local/sbin/rcscc_daemon start | stop
Starting scc_Daemon
osgi>
scc_Daemon started.
Cloud Connector 2.14.0.1 started on https://--------------.corp:8443 (master)
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4 w [ stories

Welcome to Stories <
Create a story to visualize, summarize, explore, and monitor your data. Add charts, tables, text, and other objects, and share your findings with your team. Learn Maore.
Create New
Responsive Canvas Grid From a Smart Discovery
Templates
— [
O] |, I I 4
- |
B Boardroom Presentation - Responsive Report Dashboard Report (A4)
o Show More...
ile} Recent Files (2) Search In: Recent Files Q
o Name Description Created By Created On Changed By Changed On
Live Data Connection
S S .
—
t/-_ _-/ \ll
|
J T T
/ \ 4 a
| J /,.I =
- . - R ’
Public Cloud  Cloud SR
Sources SAP Analytics Cloud Cloud Data Source

nfrastructure

Local Network

Mo R
Lata >ources

Frrewall

SAP Cloud Platform
SAP S/4HANA Cloud
SAP Data Wareho
SAP HANA Cloua

e
a The |
& Cloud

CORS

————p

Direct Connection Data Source

SAP HANA
SAP BW/4HANA, SAP BW
SAP S/4HANA

Unwerse

SAP Cloud Platform
Cloud Connector

Tunnel Connection Data Source
SAP HANA

A, SAP BW
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Call the Cloud Connector Ul
Note 2958529 - Connection to administration Ul of Cloud Connector fails
Add/Check the following line to the file /opt/sap/scc/props.ini

-Djdk.tls.server.protocols=TLSv1l.2

https://server.domain.ext:8443 (Administrator/manage)

* SAP DevelopmentTools X / W@, Login X

& C A Notsecure | REBS - o . o ol s el L L B4 *.

Password:

SAP Help - Initial Configuration

Define your SAP Cloud Connector Administrator Password

Cloud Connector Administration

Initial Setup ©)

i You are required to change your password before being permitted to continue

Mandatory Password Change Choose Installation Type

®) Master (Primary Installation)
Current Password: | esssss
Shadow (Backup Installation)
New Password: | sssssssess

Repeat New Password: | sesssssses Description: | SAP CC for B
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Define your Subaccount from the SAP Cloud Connector to the SAP Analytics Cloud

Define Subaccount

@ Cloud Connector is not configured and remains inoperative unless you define at least one subaccount

First Subaccount

Region:* | Europe (Netherlands) - Azure

Subaccount:* | 825bc 1e33d2

Display Name: | 17

Password:* |

Location ID: | Enter location ID to overwrite default

|
|
|
Login E-Mail:* | roland.kramer@sap.com |
|
|

Description: |

Instead of the option to use the keytool as described in the SAP Cloud Platform Help, you can also use
the sapgenpse tool from the SAPCRYPTOLIB8 Package to do so.

SAP Help - Configuring SSO for the SAP Host Agent on UNIX - SAP Help Portal

SAP Help - Recommended Locations of Files - SAP Help Portal

SAP Help - Installing SAP Host Agent from the Command Line - SAP Help Portal

SAP Help - The SAP Cryptographic Library Installation Package - SAP Help Portal

Note 1848999 - Central Note for CommonCryptolib 8 (replacing SAPCRYPTOLIB)

Note 2631190 - Download location of SSL certificates required for Support Hub Connectivity conf.

Steps to do:

- sapgenpse gen pse —p server scc.pse —-x changeit -r server scc.plO
"CN=server.domain.ext O=Company, C=DE"

- sapgenpse seclogin -p server scc.pse -xX changeit -0 root

- server scc.pl0 = sendingto CA = server scc_cr.p7b

- sapgenpse import own cert -p server scc.pse -x changeit -c server scc cr.p7b

- sapgenpse get my name -p server scc.pse -x changeit -v
- sapgenpse export pl2 -p server scc.pse -x changeit -v server scc.pl?2

SAP Help - Configure a Secure Login Server - Implementation —

Blog - SAP Secure Login Server - your own CA on Hand ...
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https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/de5bbf9a92ce402cb0e21952c37b146d.html
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SAP Help - Find Your Subaccount ID (Cloud Foundry Environment)

Note 2571763 - Authorization problem in SAP Cloud Conn. when adding Cloud Foundry subaccount

Note 2731253 - Europe Frankfurt regions for subaccounts in SAP Cloud Connector
Note 2987604 - SAP M_0200 - Error validating user in HCP (401, Unauthorized
Note 2620478 - Download Service: Trust anchor certificates required for software & notes downloads

& oo & Azure v

Subaccount: Azure - Overview

Subaccount for

General Cloud Foundry Environment Entitlements
=
= +j | =
Entitlements Instances and Subscriptions
Subdomain: 100 Provider Microsoft Azure Used for Production: Yes Created On: 9 Nov 2020, 1
Tenant ID: 825bct 133d2 Region: - Europe (Netherlands) Beta Features: Enabled Modified On: 13 May 2021
Subaccount ID: 825bc! i3d2 Environment: Multi-Environment

Cloud Foundry Environment

API Endpoint: https://api.cf.eu20.hana.ocndemand.com @ Spaces (2)
Org Mame: i00

Name Applications Service In
Org ID: a2040. c69flc

ic 01 0 3

Manage environment instance
5 id 02 0 0

ISubaccount: ‘ i00 I [
00

@, Connected since February 9, 2022 1:10:22 PM CET — no active resources available (check Cloud To On-Premise/Access Control)

Subaccount Overview

Region: Europe (Netherlands) - Azure Subaccount: 825bec 33d2|
Region Host: [ cf.eu20.hana.ondemand.com Initiated By: roland.kramer@sap.com
HTTPS Proxy: > Location 1D:
Subaccount [ Certificate valid until February 9, 2023 1:10:07 PM CET Description:
Certificate:

System Certificate:

Disaster Recovery Subaccount
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SAP Help - Recommendations for Secure Setup

1 Low risk

General Security Status

Status  Area

)] Ul Certificate
@) Cipher Suites
@) Trust Store
o Authentication
@) CPIC Trace

Description

Certificate configured: CN=It
All enabled ciphers are considered secure

oK

.corp, OU=SAP CC, O=SAP, C=DE

Configure local LDAP for authentication of Cloud Connector users

Trace is off

Display Name

Subaccount-Specific Security Status

Application Allowlist

i0C () Application allowlist not supported

Payload Trace

)
(¥) Trace is off

Actions

>
>

SAP Help - Exchange Ul Certificates in the Administration Ul

Ul Certificate

Subject Alternative Names

[a]
|-
s}

Subject DN: CN=sap azure.com
Issuer: CN=Let's Encrypt Authority X3, O=Let's Encrypt, C=US Type Value
Valid From: Nov 11 15:37:44 2020 CET DNS sap azure.com
Valid To: Feb 9 15:37:44 2021 CET
Generate CSR
Subject DN
*Common Name (CN): | sap .azure.com
E-Mail Address (EMAIL): | roland.kramer@sap.com
Locality (L):
Organizational Unit (OU): | ID
Organization (0): | SAP
State or Province (ST): | BW
Country (C): | DE
Subject Alternative Names + W
Type Value Actions
RFCS8... W roland.kramer@sap.com @
DNS ~ sap .azure.com W

File name:
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6.6.2Configuration Analytics Cloud Agent
SAP Help - Installing SAP Analytics Cloud Agent

Download the necessary Software from — https://launchpad.support.sap.com/#/softwarecenter
Note 2551072 - How to download the SAP Analytics Cloud Agent for SAP Analytics Cloud (BOC
Note 3107426 - SAP Analytics Cloud agent kit 1.0.339

Note 3107438 - SAP Analytics Cloud agent 1.0.339

Note 3116989 - SAP Analytics Cloud agent 1.0.343

Note 3136559 - SAP Analytics Cloud agent 1.0.345

Note 3164356 - SAP Analytics Cloud agent 1.0.347

SAP scftware Downloads Downloads ~ Analytics Cloud Agent 85 Roland Kramer

| SAP ANALYTICS CLOUD AGENT 1.0 (SUPPORT PACKAGES AND PATCHES) |

DOWNLOADS

(i) Multispanning: Packages that are larger than 4 GB will be packed in an archive, which is split into 4 GB parts. All archives need to be downloaded and unpacked. For
more details on multispanning and how to extract the multi-part .exe archive on UNIX See SAP Note 886535.

Items Available to Download (87) #0S INDEPENDENT  ~r T

Selected Items (0)

D Name Patch Level  File Type File Size Release Date Change Date Related Info

l:‘ CAAAGENT345_0-80000881.ZIP

0 ZIp 79542 KB 12.02.2022 12.02.2022 =
SAP Analytics Cloud Agent 1.0.345
C4AAGENT343_0-80000881.ZIP _
D 0 ZIp 78289 KB 18.11.2021 18.11.2021 =
SAP Analytics Cloud Agent 1.0.343
CAAAGENT341_0-80000881.ZIP _
D 0 ZIP 78311 KB 03.11.2021 03.11.2021 =
SAP Analytics Cloud Agent 1.0.341
C4AAGENT339_0-80000881.ZIP _
I:‘ 0 ZIp 78311 KB 19.10.2021 19.10.2021 =

SAP Analytics Cloud Agent 1.0.339

SAP Help

- Installing the SAP Java Connector (JCO)
- Live Data Connections to SAP BW and SAP BW/4HANA
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6.6.2.1 Tomcat 9.0 Installation
SAP Help - Java Web Tomcat 9
Note 1648573 - How to configure SSL/TLS on Tomcat in Bl 4.x

Install the Web Server - Make yourself familiar with the Tomcat Distribution -
http://tomcat.apache.org/whichversion.html and Download the latest Tomcat 9.0 Version (eg. 9.0.60)

Log on as a user with root authorization.
Change to the directory to which you downloaded the file apache-tomcat-9.0.60.tar.gz

Extract apache-tomcat-9.0.60.tar.gz to /opt

server:/opt # tar -xvf /sapmnt/software/apache-tomcat-9.0.60.tar.gz

Server
Service(s)
Engine(s) Catalina
Connector(s) Host(s) localhost
-HTTP
- HTTPS Context(s) docs, examples,
- AP host-manager, manager, ROOT

(Applications or Webapps)

Figure 1.0 Tomcat Architecture

Create the file setenv.sh at the location $CATALINA_BASE/bin to ensure the correct location of the
environment or edit the file .bashrc from the Tomcat user.

CAROOT=/opt/apache-tomcat-9%.0.58/sec
CATALINA BASE=/cpt/apache-tomcat-9.0.58/
CATALINA HOME=/cpt/apache-tomcat-9.0.58/
JAVA HOME=/opt/sap/sapmachine-jdk-11.0.14.1/
JRE_HOME=/opt/sap/sapmachine-jdk-11.0.14.1/
LD LIBRARY PATH=/opt/apache-tomcat-9.0.58/1ib:/opt/openssl/1]
PATH=/opt/sap/sapmachine—-jdk-11.0.14.1/bin: /¢pt/openssl/bin:

You can also use additional SAP standard tools like SapMachine 11 and SAPCryptoLib 8, simply allow
the Tomcat Installation user to find them, e.g. in .bashrc
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6.6.2.2 Enable SSL/TLS support on Tomcat 9.0
Create the directory /opt/apache-tomcat-9.0.60/sec

There are different tools you can use here, and you have to make sure that the Tomcat user find's them
accordantly, like keytool, mkcert, openssl, (sapgenpse)

Get the program “mkecert” from - https://github.com/FiloSottile/mkcert
The tool mkcert creates several files automatically, instead of using several other tools for this task.

Create a keystore file to store the server's private key and self-signed certificate by executing the
following command and specify a password value of “*changeit” :

$CATALINA HOME/sec/ mkcert -CAROOT
/opt/apache-tomcat-9.0.60/sec

$CATALINA HOME/sec/ mkcert rootCA

$CATALINA HOME/sec/ mkcert -csr server.domain.ext.csr

keytool -certreq -alias server.tomcat9 -keyalg RSA -file server.domain.ext.csr
-keystore server.keystore.jks —-ext SAN=dns:server.domain.ext

keytool -importcert -alias root -file rootCA.pem -keystore server.keystore.jks

keytool -genkey -v -keyalg RSA -alias tomcat -keypass changeit -keystore
rootCA -storepass changeit -dname "CN=server.domain.ext, OU=SAP CA, O=SAP"

keytool -selfcert -v -keystore server.keystore.jks -alias tomcat -storepass
changeit

In case the certificate server.domain.ext.csr cannot beimported to the Key Store you can use
openssl to convert it. Use the keytool to import Root Certificates as well.

$CATALINA HOME/sec/ openssl -in server.domain.ext.csr -out
server.domain.ext new.csr

keytool -import -alias DigiCertGlobalRootCA -keystore server.keystore.jks -
trustcacerts -file DigiCertGlobalRootCA.crt

keytool -import -alias SAPGlobalRootCA -keystore server.keystore.jks -
trustcacerts -file SAPGlobalRootCA.crt

keytool -import -alias server -keystore server.keystore.jks -trustcacerts -
file server.domain.ext.pem

6.6.2.3 Adapt the configuration file on Tomcat 9.0
Change to the directory /opt/apache-tomcat-9.0.60/conf and editthefile server.xml
There are several settings to change:

- Tomcat Server port(s)
- Connector port for HTTP and HTTPS
- Connector Port for APJ/1.3

The following Example starts the Tomcat 9.0 server on port 8005 with can be accessed at port 1080
(HTTP) and redirected to port 1443 (HTTPS)

Blog - SapMachine and SAP HANA Studio
Note 3144 - SAP JVM 8.1 Patch Collection build 8.1.
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<Server port="8005" shutdown="SHUTDOWN">
<Listener className="org.apache.catalina.startup.VersionLoggerListener" />
<Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener" />
<Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecyclelListener" />
<Listener className="org.apache.catalina.core.ThreadLocalLeakPreventionListener" />

<GlobalNamingResources>

<Resource name="UserDatabase" auth="Container"
type="org.apache.catalina.UserDatabase"
description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml" />

</GlobalNamingResources>

<Service name="Catalina">

<Executor name="tomcatThreadPool" namePrefix="catalina-exec-"
maxThreads="200" minSpareThreads="4"/>

<Connector port="1080" protocol="HTTP/1.1" connectionTimeout="20000"
redirectPort="1443" address="0.0.0.0"/>

<Connector port="1443" SSLEnabled="true" scheme="https" secure="true"
maxThreads="50" minSpareThreads="10" compression="on"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
sslImplementationName="org.apache.tomcat.util.net.jsse.JSSEImplementation">
<SSLHostConfig protocols="TLSv1l.2,TLSv1l.3" sslProtocol="TLSv1l.2">
<Certificate certificateKeystoreFile="sec/1t5087.keystore.jks"
certificateKeystorePassword="changeit"/>

</SSLHostConfig>

<UpgradeProtocol className="org.apache.coyote.http2.Http2Protocol" />
/Connector>

<Connector protocol="AJP/1.3" port="1009" redirectPort="1443" />
<Engine name="Catalina" defaultHost="localhost" >

<Realm className="org.apache.catalina.realm.LockOutRealm">
<Realm className="org.apache.catalina.realm.UserDatabaseRealm"
resourceName="UserDatabase" /> </Realm>

<Host name="localhost" appBase="webapps" unpackWARs="true" autoDeploy="true">

<Valve className="org.apache.catalina.authenticator.SingleSignOn" />

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="1localhost_access_log" suffix=".txt"
pattern="%h %1 %u %t %r %s %b" />

</Host>
</Engine>
</Service>
</Server>
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The start/stop commands for Tomcat 9.0 can be found in the directory
You can use the script . /configtest to check the Setup before launching it.
/opt/apache-tomcat-9.0.60/bin

total 82

— PWXTWXIWX
— PWXFWXWX
- PWXIWXIWX
— FWXTWXIWX
— PWXTWXIWX
— PWXFWXWX
- PWXIWXIWX
— FWXTWXIWX
— PWXTWXIWX
— PWXFWXWX
- PWXIWXIWX
— FWXTWXIWX
— FPWXTWXWX
— PWXFWXWX
- PWXIWXIWX
drwxrwxr-x
— FPWXTWXWX
— PWXFWXWX

4096
428057

el el el = B e e e e e e e e el el Sl S e
TUTUVTVODVTTTDTTTTTTT

Start the Tomcat Web Application Manager as follows
https://server.domain.ext:1443/
https://server.domain.ext:1443/manager/text/vminfo

https://server.domain.ext:1443/manager/status/all

A Not secure |h%|;s:.{;l1 ,.corp:14-’13| 2 % B &
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/9.0.60 J APACHE s mss)

Recommended Reading: Server Status
Security Considerations How-To
Manager App
Manager Application How-To R —
Clustering/Session Replication How-To RiosEiananc
Developer Quick Start
Tomcat Setup Realms & AAA Examples Servlet Specifications

First Web Application JDBC DataSources Tomcat Versions

6.6.2.4 Deploy the Cloud Agent (WAR file)

Log on as a user with root authorization.

Change to the directory to which you downloaded the cloud agent file

Extracted the CAAAGENT<SP-version>. zip archive.

Copy the C4A_AGENT .war file to /opt/apache-tomcat-9.0.60/webapps directory
The war file is automatically deployed once Tomcat is restarted.
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6.6.2.5 Configure the Tomcat Service Admin User
Change to the directory /opt/apache-tomcat-9.0.60/conf and edit the file tomcat-users.xml
There are several settings to change:

- Several roles for the Tomcat Administration
- Atleast one Administration User
- Role/User assignment for the Cloud Agent Service

<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://tomcat.apache.org/xml tomcat-users.xsd"
version="1.0">
<role rolename="Services"/>
<role rolename="tomcat"/>
<role rolename="admin-gui"/>
<role rolename="admin-script"/>
<role rolename="manager-gui"/>
<role rolename="manager-script"/>
<role rolename="manager-jmx"/>
<role rolename="manager-status"/>
<user username="tomcat" password="tomcat" groups="super"
roles="admin-script,admin-gui"/>
<user username="admin" password="tomcat" groups="super"
roles="manager-gui,manager-status,manager-script,Services"/>
</tomcat-users>

To allow the access via user/password you have to maintain an addition file (manager.xml) at the
following location:

Tomcat 9 Help - HTML User-friendly Interface

Size Changed N

15.02.2022 12:46:15
TKE 15022022 15:39:24

ID manager.xml I

T APACHE

FTWARE FOUNDATION

Tomcat Web Application Manager

| Message: | 0K

List Applications HTML Manager Help Manager Help Server Status
Path Version Display Name R i Sessi C d

Start Undeploy
1 None specified Welcome to Tomcat true 0

‘ Expire sessions |w'rlh idle = |3[] |minutes
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Note 2943656 - When accessing Cloud agent getting: Access to the requested resource has been
denied in SAP Analytics Cloud (SAC)

Log on to the Tomcat Web Application Manager with your user/password combination and check the
Version of the SAP Cloud Agent - https://server.domain.ext:1443/C4A_AGENT/deploymentinfo

& (& ‘D‘ A secure | Heps/H «corp:1443/C4A_AGENT/deploymentinfo I

{"version":"1.8.347"}

6.6.2.6 Deploy the SAP JCo file
Note 3115707 - SAP Java Connector Release 3.1.5

Log on as a user with root authorization.
Change to the directory to which you downloaded the JCO file
Extracted the sapjco31P <SP-version>.zip archive.

Copy thefiles 1ibsapjco3.so and sapjco3.jar to /opt/apache-tomcat-9.0.60/1ib
Downloads can be found here - https://support.sap.com/en/product/connectors/jco.html#Download

6.6.2.7 Configure the Access Control in the SAP HCC

Logon to the SAP HANA Cloud Connector (HCC) with your User/password combination and add a
System mapping-

= SAP Cloud Connector Administration 0Ji1 C @ @ Administrat|

@ Connector V' Subaccount: ‘
Security Status
Cloud To On-Premise
Alerting
High Availability
Hardware Metrics Monitor ACCESS CONTROL ~ COOKIE DOMAINS  PRINCIPAL PROPAGATION
Configuration
Mapping Virtual To Internal System (5) + I L W @
& v Status  Virtual Host ¥V Internal Host ¥ Check Result Protocol Back-end Type Actions
| Cloud To On-Premise | [m] L :1080 It »:1080 O Reachable HTTP Other SAP System R Z W R
On-Premise To Cloud [m] it :30115 It 130115 O Reachable TCP SAP HANA =e w B
Monitor (Cloud to On-Premise) (m] b 151401 It 151401 [ Reachable HTTPS SAP Application Serv B 7 W R
Monitor (On-Premise to Cloud) [m] i -5103 1t 18103 [ Reachable HTTPS ABAP System R Z TS
Audits o it 8114 It 18114 O Reachable HTTPS  ABAP System B 7 W E
Log And Trace Files
Resources Of i . 21080 (1) + 1 L= # Q w
Status URL Path ¥ Access Policy Actions
| ] ICANAGENT/ Path And All Sub-Paths Vs W B

SAP HANA will be connected with the (TCP) SQL Port of the HANA indexserver

Add: “Other SAP System” as HTTPS and specify your configured Tomcat server configured in
Chapter 4.6.2.3 and set the URL PATH: /C4A/AGENT/
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6.6.3Configuration of Reverse Proxy
SAP Help - Connectivity via Reverse Proxy

On Premise On Demand

SAP Firewall (%'&"Zy) ———— Firewall ——— Internet SAP Cloud
Applications Platform

Azure Help: Application Gateway redirect overview
https://azure.microsoft.com/en-us/services/application-gateway/

As the cross-origin resource sharing (CORS) can replace the “classical Reverse Proxy” Implementation,
you will save an additional configuration of the HTTPD functionality on the Linux VM

In case you need a reverse proxy configuration anyway, you can check the following Document for this
Setup with the SAP Web Dispatcher functionality.

SAP First Guidance — complete functional scope (CFS) for SAP BW/4HANA

6.6.4 Configuration of Cross-Origin Resource Sharing (CORS)
SAP Help: Live Data Connections to SAP BW and SAP BW/4HANA

SAP Analytics Cloud
.

—_— - —  Meladala s

—— -
NS
- SAMI — B
— | Asserbons
A A K ) v
Webs Browser Fierml )
Data I
| _— ” s | Ll SAP Cloud kdentity

Datasources

August 2022 70


https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/dde01af51ddc49758dbbb03afcb075e5.html
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-redirect-overview
https://azure.microsoft.com/en-us/services/application-gateway/
http://go.sap.com/documents/2016/09/b001a9de-8a7c-0010-82c7-eda71af511fa.html
https://help.sap.com/products/SAP_ANALYTICS_CLOUD/00f68c2e08b941f081002fd3691d86a7/120b1729c7a844b2837d40347e16520f.html

SAP BW/4 HANA run in Microsoft Azure Cloud w

Note 2482807 - Secure HTTPS Browser configuration using Live Data Connections (CORS) in SAC
Note 2659735 - Troubleshooting CORS issues with SAP Analytics Cloud (SAC)

Note 1757252 - How to analyze problems related to session loss, logoff or blank screens caused by
timeout issues (not only CRM related)

Cross-Origin Resource Sharing (CORS) is a W3C specification that allows cross-domain
communication from the browser. By building on top of the AJAX/XMLHttpRequest object, CORS
allows developers to work in the same coding paradigm as with same-domain requests. CORS has
started to play a more and more important role in today's web and cloud-based applications, while our
web applications are trending towards system/data integration across domains. Web application
servers that support CORS make it possible for a clean architecture, without using reverse proxies or
other forms of middle tier.

The final CORS functionality is available from NetWeaver 7.51 and onwards.

This is either available

with the Installation of the BPC 11.0 Add-On which requires SAP_UI 7.51
with the import of Feature Pack 01 (based on SPO8) which requires SAP_UI 7.52

icf/cors_gnabled =1 (from 7.50 onwards)

6.6.4.1 Check the TLS/SSL Settings

HTTPS availability with tx. SMICM

ICM Monitor of Server ~B43 03
Q@@Releasemotes BER &% & B T Tk BESE G MW

ICM Monitor - Service Display
@9 BB 2% % 8 AT Tk BHE4w G K4

Active Services

No.|Protocol Service Mame/Port Host Name Keep Alive Proc.Timeo Actv
f_"f 1 |HTTP 8003 _.carp 2.000 360 o
'_' 2 |HTTPS 8103 Tttt T L.carp 2.000 360 «
L] 3 | SMTP 2503 . .carp 2.000 180 o

Note 2694092 - HTTP error 500 from myssocntl service
login/create sso2 ticket = 3

login/accept sso2 ticket 1

Note 2007212 - Tuning SAP Web Dispatcher and ICM for high load

Note 2715935 - SSO fails due to logon ticket created for a specific hostname
Note 2578923 - Collective corrections for ICF service /sap/public/myssocntl

Note 2727683 - Unable to retrieve data from the datasource error appears in SAP Analytics Cloud stor
based on live data connection

Details of the System Profiles can be found in the Document -
SAP First Guidance — SAP BW on HANA — Edition 2022
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6.6.4.2 Check the Services GetResponse/GetServerinfo

BW InA
v [T ao Folder for AD Endpoints
- [ BatchProcessing BW: BatchProcessing
« [T ExecuteBICS Execute BICS
- [ GetCatalog Catalog Service
- [©] GetResponse BW: GetResponse
- [ GetServerinfo BW: Get Server Info
- [[] GetXXLValue InA Protocol: Get values of XXL attributes
« [@ Logoff Logoff
« [@] valueHelp BW Value Help

Ensure that the InA package (/sap/bw/ina/) or a higher-level package on your SAP NetWeaver
system is configured for basic authentication.

Check with tx. SICF

Create/Change a Service
P T=
Path fdefault_host/sap/bw/ina/
Service Name |GetServerInfo Service [Active)
Lang. EN English - |ﬂ Other Languages
Description
Description 1 BW: Get Server Info

Service Data .~ Logon Data f Handler List * Error Pages  Administration

Procedure Standard A SAML Configuration

Use All Logon Procedures Security Session: | Unrestricted -

Security Requirement

L%y

Service Data ¢ Logon Data  © Handler List /Ermr Pages } Administration

. Logon Errors } Appl. Errors ¢ Logoff Page -~ Mot Accessible :
() System Logon | Configuration | -

Test the URL
https://server.domain.ext:<HTTPS Port>/sap/bw/ina/getserverinfo?sap-client=001

C 1t | & Secure | htipsy//: :::1111:8103/sap/bw/ina/getserverinfa?sap-client=001
{"serverInfo™:

{"DataBaseManagementSystem™: "HDB", "SystemId": "B4H","Client"”:"@81", "UserLanguageCode " : "EN", "ReentranceTicket™ : "AjQxMDIMBAB
AAWADYAMgAXADEAMAALADUABWAEAAAAAZEAADETALI FAABAAZ AWMRAACEIBSCASICAR /WDTMIHABgkghkiGEwWABEBWK ggeowgecCAQExCzATBgUrDgMCGgUAM
MBgGCSqGSIb3DQE JAzELBgkghkiGSwOBBwEWHAY JKoZThvcNAQK FMQBXDTEAMDYyMT EwNTUZzMLowIwY IKoZThvcNAQKEMRYEFIIniIstWSABLn ! I cHIKXH
="},"Services":[{"Capabilities":[{"Capability”:"ResultSetInterval”},{"Capability"”:"SupportsExtendedSort"}, {"Capability":
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6.6.4.3 Configure the System Whitelist
Start tx. UCONCOCKPIT or UCON_CHW in the SAP Gui

SAP Help - Manage HTTP Allowlists
SAP Analytics Cloud Help - Live Data Connection to SAP BW Using a Direct CORS Connection

[=| HITP Whitelst | Edt Goto  System  Help

§ sewe JEH @@ CHE food8 BE &M
Back to old Maint.
Exit Shift-+F3 Unified Connectivity (UCON) Display

%2 | (TrExecute Selection{Whitelist Maintenance)

[ Setup of HTTP Whitelist Tool for UCON

Activation of non-client specific Whitelist Maintenance is strongly recormmended for security reasons

[|activate non-client specific Whitelist Maintenance for Context Types 01, 02 and 03 (recommended).

‘For technical reasons Whitelist Maintenance of Context Type 04 CORS is always non-client specific.

[+|activate Clickiacking Protection (Context Type 02) for al dients (recommended)

During the Logging Mode” you can switch between activation of the Context Types 01 — 04

HTTP Allowlist Tool for Unified Connectivity (UCON) Display
% | (3 Execute Selection(Allowlist Maintenance)
Unified Connectivity Scenario Selection
Scenario HTTP Allowlist Scenario v
Records per Page 10.000
EL| Context Type Description Mode # not cov. by Allowlist # total called URLs
1 Trusted Network Zone(only for current client) Active Check 0 6
2 ClickJacking Framing Protection(only for current client) Logging 0 0
3 CSS Style Sheet({only for current client) Active Check 0 2
4 Cross-origin Resource Sharing Active Check 1 6
B Context Type |Description Mode # not cov. by Whitelist # total called URLs
; ; 1 Trusted Network Zone Logging - 2 2

Switch to 1 — Trusted Network Zone and execute (T Execute Selection(Whitelist Maintenance)

Switch to Edit Mode Press Iﬁ] Refrash Coverage J

Inthe "Trusted Network Zone" all System Internal Web URL calls are handled
Add the mandatory internal calls to the whitelist and save the entries.

Note 2900689 — SAPGUI for HTML. WebGUI logon not working on S/4 Hana 1909
Note 2704178 - The error HTTP 500 "Redirect is not possible" occurs in /sap/public/myssocntl or in

/sap/public/bc/icf/logoff
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HTTP Allowlist Tool for Unified Connectivity (UCON) Change

iy
| Context Type Settings
Context Type: 01 Description: ITrusted Network Zone(only for current client) I

| Logged HTTP Allowlist Checks

Selection: All i
I[@' To Allowlist ][g:a To No-Log-List ”@ Refresh Coverage Jl
(&I [&]F]®][®].) (2] =]
.| Coveredby Scheme Host Port Path
oCm https L 8103 Isap/bc/webdynpro/sap/fpm_bics_ovp
oCE https L 8103 /sap/bc/webdynpro/sap/oauth2_config
oCm https L 8103 /sap/bc/webdynpro/sap/saml2
oCm http It 8003 /sap/bciwebdynpro/sap/rso_metadata_repository
oCE http It 8003 Isap/bc/webdynpro/sap/wdg_theme_info
oCm https It i i 8103 Isap/bc/uis_uis/sap/rspecm_web/index_html
rusted Network Zone(only for current client) Mode:  Active Check
| Allowlist
E B ENRE RIS
B | Nam... | Scheme rule Host rule Port rule Path rule
C | |http It _carp 8003 {sap/bc/*
& https [t! _.corp 8103 /sap/bc/*
& [sap/™

Switch to 4 - Cross-origin Resource sharing and execute @ Execute Selection(Whitelist Maintenance)

Switch to Edit Mode Press 3]  Refresh Coverage |

HTTP Whitelist Tool for Unified Connectivity (UCON) Display

"2 | [(Eb Execute Selection(Whitelist Maintenance)

| Unified Connectivity Scenario SelectiorM
Scenario [HTTP Whitelist Scenario -
Records per Page [10.000 |
B Context Type Description Mode # not cov. by Whitelist # total called URLs
1 Trusted Metwork Zone Logging 5 5
2 ClickJacking Framing Protection Logging 0 0
3 (CSS Style Sheet Logging 2 2
B 4 Cross-origin Resource Sharing Active Check 39 51

In the “Cross-origin Resource Sharing” Zone (CORS) all System External and Internal (Roundtrips) Web

URL calls are handled, e.g. to SAP Cloud Solution and SAP Analytic Cloud (SAC).
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HTTP Allowlist Tool for Unified Connectivity (UCON) Change

Show only Allowlist

Context Type Settings

Context Type: 04  Description: ICross—on'gin Resource Sharing I Mode:  Active Check
Logged HTTFP Allowlist Checks
Selection: All Ad
|[§ To Allowlist ”é? To No-Log-List H@ Refresh Coverage I
&) [2][F]®][¥].] (2] =]
B, Covered by HTTP Senice Path Origin Host GePoHe PuP4
[een| /sap/bw/ina/GetResponse/ master- . «cloud X
oCE /sap/bwiina/GetResponse/ qrc- .cloud X
CCE /sap/bw/ina/GetSemverinfo/ master- cloud X
[son /sap/bw/ina/GetServerinfo/ qrec-_ .cloud X
[“e0] /sap/bw/ina/Logoff/ master- T : - cloud
CCHl /sap/bw/ina/Logofff qrc- T o _cloud

Depending on your scenario, you will see different HTTP Service URL’s on the left-Hand side and

corresponding Origin Hosts. Add the necessary URL to the whitelist

| Client: all clients |

Allowlist

=Y S ENE & SR

B Nam... |HTTP Semice Path Origin Host Rule G

C  [= |/sap/bwiina/getresponse/ master- I.cloud,gre- .proje. | X

C Isap/bwiina/getserverinfo/  master o - cloud,grc )_proje. | X

C /sap/bwi/ina/logoff! master e ' - 1.cloud.t _proje. | X
Select the HTTP Service Path /sap/bw/ina and add to the Whitelist I§ Ta Whitelict

Whitelist

] [2]F]a]FlL) (s .

B Mam.. HTTP Senice Path Origin Host Rule

" |Ge Po He PuPaDe Tr: O Co Allowed Headers

loud,*.eu2

c |lsap’bwfina! *.ca

ccte. X X X X X X X X X ACCEPT.ACCEPT-LANGUAGE

Modify the entry and follows and save the settings (only one entry at the time = Bug!).
- Allowed Methods: GET , HEAD , POST ,OPTIONS, PUT , DELETE , CONNECT

- Allowed Headers: accept, accept-language,authorization, content-type, sap-

contextid,sap-rewriteurl, sap-url-session-id,sap-perf-fesrec, sap-

system,x-csrf-token,x-sap-cid,x-authorization, firefly-cache-hints,

firefly-invalidate-caches,cache-control,h x-boe-session-token, from-ina-

cache-service,mysapsso2
- Exposed Headers: same as above
- Allow Credentials: x

- Max Age: 60
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Set Up Trust Between the Cloud Connector and Your On-Premise ABAP Systems (BW or S/4HANA)

SAP Analytics Cloud Help - SameSite Cookie Configuration for Live Data Connections

SAP Help - Configure Principal Propagation for HTTPS

For this Functionality, you have to maintain an additional Parameter in the DEFAULT .pfl
icm/HTTP/mod 0 = PREFIX=/,FILE={path to cors rewrite file}

6.6.4.4 Additional Background Information
Additional Corrections to implement (Component BC-MID-ICF)

Note 3059669 - Improving the performance of HTTP_CORS_LOG and HTTP_LOG_LIST update
Note 3087254 - [CVE-2021-40496] Improper Access Control in SAP NetWeaver AS ABAP
Note 3138312 - UCON_CHW - Entries cannot be moved to the Whitelist

Additional Corrections to implement (Component BC-SEC-LGN)

Note 2544795 - Improvements for SAML2_CLEANUP_CACHES

Note 3129068 - IdP metadata upload with automatic renewal of Primary Signing Certificate in tx SAML2
Note 3131742 - SAML2_IDP: Replace "User UUID" w. "Global User ID" 2

Additional Corrections to implement (Component BC-SEC-LGN-SML)
Note 2822876 - User gets recurring login screen with forced re-authentication
Note 2843019 - New service to show SAML 2.0 SP metadata without download

Note 2880744 - [CVE-2020-6181]1 HTTP Response Splitting vulnerability in SAP NetWeaver and ABAP

Platform

Note 51 7 - Additional considerations for setting u L on Application Server ABAP

Note 2005571 - Warnings when you logon to SAP ABAP system via HTTP

Note 2384290 - SapSSL update to facilitate TLSv1.2-only conf, TLSext SNI for 721+722 clients
Note 2462126 - AS Java Ul not reach viaHTTPS - ERR_CERT_COMMON_NAME_INVALID - Not Secure

Note 2923117 - SAP Cloud Platform NEO — TLS 1.2 Migration - How to address problems with old TLS
protocol versions in clients of SCP
Note 2971642 - SSL Connection does not work with Chrome Browser - Issue with SAN

Note 3062891 - SSSLERR_NO_SSL_REQUEST when trying to implement the parameter
system/secure_communication

Note 2729853 - Web Browser warning "Connection is insecure" trying to access Fiori, WebDynpro, BSP,
WebGUI, SolMan, S4/HANA or NetWeaver WebUI with https:// URL
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6.6.5Activate the SAML2 Provider

Note 2317944 - [SSO] SAML 2.0 Provisioning Guide - Troubleshooting Tips and Tricks - Common Errors
and Resolutions

Start tx. SAML2 on the ABAP Server via SAP Gui and it ICM is configured properly the WebDynpro
Windows open.

<« Cc 0O Iﬂ It . :Drp:8103,"sap,f’bc,f’v.febdy|1prcjsap,"samla?sap-cl\ent:001&sap-\anngagE:EN#

SAML 2.0 Configuration

Client "001" is not configured to support SAML 2.0

Enable SAML 2.0 Support ~

Create SAML 2.0 Local Provider

Import SAML 2.0 Configuration

SAML 2.0 Local Provider Configuration

o - ;

Initial Settings General Settings Service Provider Settings

Mext » Cancel

* Provider Name: | SAP_HBD_001 |

Operation Mode: | Service Provider

SAML 2.0 Local Provider Configuration

1 : ®

Initial Settings General Settings Service Provider Settings

< Previous Finish | |Cancel

Identity Provider Discovery: Common Domain Cookie (CDC) Assertion Consumer Service

Selection Mode: | Automatic v I Supported Bindings: |v| HTTP POST ¥| HTTP Artifact ¥| PAQS
Miscellaneous Single Logout Service
Affiliation Name: Supported Bindings: |v| HTTP Redirect |v| HTTP POST +| HTTP Artifact  |v| SOAP

Artifact Resolution Service
Mode:  Enabled ~

Artifact Validity Period: 60  Seconds

< Previous Cancel

Export the MetaData Configuration to share with the SAC Identity Provider (IdP)

SAML 2.0 Configuration of ABAP System: HBD/001

Local Provider Trusted Providers Policies Name ID Management

Edit Disable Delete Configuration Export Configuration
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SAML 2.0 Metadata

Cheoose which entity descriptor to be included in the metadata

+| Service Provider
v| Application Service Provider

¥| Security Token Service

Download Metadata |

Date modified

Mame Type Size

D metadata - orca-cf_accounts400.xml 01.02.2022 14:40 XML Document 10 KB
ED metadata_B43_MNEW.xml 01.02.2022 12:22 XML Document 15 KBI

I;f' saml2_config_B43_001.cfg 24.01.2022 15:34 CFG File 40 KB

D metadata (1).xml 24.01.2022 11:39 XML Document 15 KB
Upload the updated IdP MetaData Information to the local SAML2 Provider

& c 0O Iﬂ It ) corp:B‘IOSKsap/bcfwebdynprofsapg’samIEI'sap-client:001&sap-language:EN#

SAML 2.0 Configuration of ABAP System: HBD/001

Local Provider Policies Name |ID Management
List of Trusted Providers
Show:  ldentity Providers E = ce Disable Re =
Active Default MName = Manually
Upload Metadata File

MName Date modified Type Size
I_D metadata - orca-cf_accounts400.xml 01.02.2022 14:40 XML Document 10 KBI

D metadata_B43_MNEW.xml 01.02.2022 12:22 XML Document 15 KB
I;f' saml2_config_B43_001.cfg 24.01.2022 15:34 CFG File 40 KB

D metadata (1).xml 24.01.2022 11:39 XML Document 15 KB
New Trusted Identity Provider

o 2 4 5 6 7

Select Metadata

£ Pre Next »

Metadata Verification

Cancel

Select Providers

Provider Name

1
I" Metadata File: imetadata - orca-cf_accounts400.xml I

It

Signature and Encryption

Single Sign-On Endpoints

Single Logout Endpoints
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SAML 2.0 Configuration of ABAP System: 001 Logoff
Local Provider Trusted Providers Policies Name ID Management
List of Trusted Providers
Show: | Identity Providers Save | | _ance | I Enable l [Add vl I Removel
Active  Default Name =  Alias
* Q orca- ondemand.com IDP_Prod I
Details of Identity Provider "orca- .ondemand.com"
Identity Federation Signature and Encryption Authentication Requirements
Show: | Single Sign-On Endpoints s |
Default Binding Location URL
HTTP Redirect https:/lorca- ondemand.com/saml2fidp/sso/orca-cf.accounts400.ondemand.com
B HTTP POST https:/iorca- ondemand.com/saml2/idp/ssolorca-cf.accounts400.ondemand.com
Specify the Identity Federation (E-mail)
Details of Identity Provider “orca- ondemand.com”

Endpoints Identity Federation Signature and Encryption Authentication Requirements

Supported NamelD Formats

Default MName Federation Type
E-mail I Persistent Users
Details of Identity Provider "orca- .ondemand.com"
Endpoints Identity Federation | Signature and _E_l_]_(_;__ry{gt_i_g[fl Authentication Requirements

Certificates and Algorithms

Primary Signing Certificate: | CN=orca-cf.accounts400.ondemand.com, O=SAP-5E, C=DE H Details H Browse ]
Secondary Signing Certificate: | ‘
Digest Algorithm: | SHA-256 |
Encryption Certificate: | CN=orca-cf.accounts400.ondemand.com, O=SAP-5E, C=DE H Details H Browse ]
Single Sign-On Authentication Request Logout Request and Logout Response
Sign: ‘ Always ' | Sign: | Always R |
i . i Require Signature: | Always R |
Slngle Slgn-On Assertions
Encrypt elements: | No o |
Require Signature: ‘ Always W |
Require Encrypted Elements: | No o |

Single Sign-On Response . '
Artifact Profile

Require Signature: ‘ Never ' |

Sign: |Always ~ |

Require Encrypted Elements: ‘ No ' |

Require Signature: |Always ~ |
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Cross check with your Whitelist Settings in tx. UCON_CHW

Context Type Settings

Context Type: 04 Description: ICross—on'gin Resource Sharing I Maode:  Active Check

Whitelist
REBENBEEERE S

B | Names.| HTTP Senice Path Origin Host Rule * |GePaHe PuPaDe Tr Op Ce
C Isap/opufodatad/ * KX X XXX XXX
c Isap/bw(ina/logoftf * XXX XXX XXX
c Isap/bw/inal * KX X XXX XXX
c /sap/bw/ina/getresponse/ localhost, master o . T cloud,.. [ X X X
c /sap/bw/ina/getsemverinfo/ localhost, maste o B B Lcloud,. X X X X
c Isap/ It . .corp XXX XXX XXX
c /sap/bw/ina/batchprocessing/ master- ) o I.cloud XX X
C Isap/bciinalsenvice/v2/getserverinfo/  master-~ T ’ "7 T bateu2. X X X X
C Isap/saml2/sp/slo/001/ orca-cf.accounts400.ondemand.com X X X X
C Isap/saml2/sp/acs/001/ orca-cf.accounts400.ondemand.com X X X X

The first connection attempt creates an entry in the “Logged HTTP Whitelist Checks”
- Bg W IST BW — DIRECT 2022.02.01
It5 14 Live Data

Context Type Settings

Context Type: 04 Description: ICross—on'gin Resource Sharing I Made:  Active Check

Logged HTTP Whitelist Checks

Selection: i -
K] [&][F]@]F.] =] .=

OCE Isap/bw/ina/GetResponse/ master T i " projectorca.cloud X
o] /sap/bw/ina/GetSemverlnfo/ master | " ; projectorca_cloud X

When creating an new Model in the SAC Administration Tenant a second entry will be created

Welcome to the Modeler

Prepare your raw data using a structured view and get started with your scenario analysis. Learn More...

Public Dimensions Currency Conversions Points of Interest

Create Mew

Create a model from a live data connection.

Model From a C3V or Excel File Live Data Model From a Data Source

Bothe entries have to be added to the Whitelist Application of the SAP BW(/4) System.
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SAE4

Please Note that the Service Path “/sap/bw/ina/getserverinfo/” and “/sap/bw/ina/getresponse/”
doesn’'t accept “*" as Wildcard . Values like “*.domain.ext” are accepted in the Host Rule Field,

To get the full cover of the White List the Service Path “/sap/bw/ina/* must exist as well

[ W4X(1)/001 Input Window

Input entry for Whitelist:

Service Path: {Isap/bwlina/getserverinfo/
Host rule: [localhost, master-orcacancf100.master.canary....
Allowed Methods: [¥|GET [w/HEAD  [IPOST [+|OPTIONS

[[JPUT [|DELETE [ JTRACE [ |CONNECT [|PATCH
|allowed Headers: |ACCEPT, ACCEPT - LANGUAGE , AUTHORIZATION, .. |

| Optional Response Header |

[E wWaX(1)f001 Input Window

Input entry for Whitelist:
Senvice Path:

Host rule:
Allowed Methods:

Allowed Headers:

{Isap/bwiina/getresponse/

|localhost, master-orcacancf100.master.canary.

[V|GET [v]HEAD  [/|POST [/|OPTIONS

[JPUT [JDELETE [ |TRACE [ |CONNECT [ |FATCH
'accept.acceptflanguage.authorﬁ zation,..|

| Optional Response Header

Exposed Headers: I | Exposed Headers:
|v|Allow Credentials [ Allow Credentials
Max Age: 60 seconds Max Age: 60 seconds
Namespace [C customer - Namespace |c customer v|
(][] (v
Example of the “Logged HTTP Whitelist Checks” (tx. UCON_CHW)
| Context Type Settings
|C0nte:rt Type: 04 Description: Cross-origin Resource Sharing Mode:  Active Checkl
| Logged HTTF Whitelist Checks
Selection: kil v
Q] [&][F]@]B].) =] J5E].
B Covered by |HTTP Senice Path Origin Host “|GePa
CCm Isap/ow/ina/Get Serverinfo/ master = _ ., .. a.cloud X
CCE Isap/bw/ina/GetResponse/ master cloud X
CCE Isap/bwiina/Get Serverinfo/ master . . cloud X
CCE Isap/bwfina/BatchProcessing/ master- :orca.cloud X
COmE Isap/bwfina/GetResponse/ master- B :orca.cloud X
CCE /sap/bclinalservicev2/GetServerinfo/ master, . ctorca.cloud X
CCm Isap/bwiina/GetServerinfo/ master.” - 1.cloud
CIom Isap/bwiina/GetServerinfo/ master- . .. 1.cloud X
Create the INA Service - /sap/bw/ina/auth
SAP Analytics Cloud Help - Live Data Connection to SAP BW Using a Direct CORS Connection via
Unified Connectivity
SAP Help - Preparing SAML?2
SAP Help - SSO with SAML2 Assertion
SAP Help - SAP Gateway Host as the SAML2 Service Provider
81
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6.6.6Connect to the SAC Application

Overview - https://www.sap.com/products/cloud-analytics.html
SAP Analytics Cloud Help - SAP Analytics Cloud Data Connections

test your SAC Application now and log on to the SAP Analytics Cloud with your provided URL

&« Cc O | @ Secure | https:/cloudanalytics.accounts.ondemand.com/sam|2/idp/sso/cloudanalytics.accounts.ondem... @ *| B o

SAP® Analytics Cloud

e e Home =~

1=t Home
+ Create I

Hello, Roland Kramer!

Browse
E] Calendar
B Security E'!‘El Explore a sample Create an Create your
story account first story
% Deployment
1] Connection
Recent Stories Sample numeric point chart Sample bar chi

Add a new connection by pressing the Plus Symbol

= e Connection Q, LY & @

Connections Schedule Stabus

Impart Data Connection

Type
SAP HAMNA I Live Data Connection » I
BW — DIRECT SULE LU
Live Data I SAP BW I RERAMER
SAF SMAHANA
BW — DIRECT
Live Data SAP Universe

Add the System Details and Credentials to the screen as suggested and start with your Story.
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< SAP % Modeler

&
Welcome to the Modeler
0 Prepare your raw data using a structured view and get started with your scenario analysis. Learn More...
] . .
Models Public Dimensions Currency Conversions Points of Interest
Create New
G
£
S : :
Model From a CSV or Excel File Live Data Model From a Data Source
@
=, Recent Files (1) 8 || Search i
< Name Description Created By Created On Changed By
-'?:, Example_Model Test from SAP BW/4 2021 Roland Kramer Feb 1, 2022 16:29:39 Roland Kramer
= My Files / Public

Create Model From Live Data Connection

I Select Live Data Connection and Data Source I

System Type:*
SAP BW v

Connection: *

B43CUST v

Data Source:*

- IMO/V_SD10_Q0001 o

4 w W Mcdeler‘ ExampleModel2 -~

@ Data sources 3 v & 5 All Dim

Story...
[B] Selected Account

[ls] Description B Analytic Application... 5 Formula

33DSWABSSLLAMBNZYR15X5Y2L Average Value per Or¢ "
Hierarchy

33D5WABSBLLAMBMZYRISX7CNL Incoming Orders Cost

33D5WABSBLLAMBMZYRISXTIYL Incoming Orders Quar =

33DSWABSSLLAMBNZYR1SX7PAS No. of Crder Items Open

33DSWABSSLLAMBNZYR1SX7VLP Incoming Orders Valuff Formula
% Data Analyzer

Sample Value

459.32
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By pressing <F12> the Bowser (e.g. Chrome) open a Web Console to investigate any problems during
the input or response of your SAP Analytics Cloud Connection

C & Secure I ! p/fpa/ui/tenants/016/app.html#:view_id=dm-connector #| @ O
[® @] | Elements Console Sources Network Performance  Memory Application  Security  Audits 301 %
® O ™ ¥ Q| View = ™= [ Groupbyfame Preserve log L] Disable cache Offine Online ¥
New BW Live Connection Filter Hide data URLs N[} | XHR JS CS5 Img Media Font Doc WS Manifest Other
| 20000 ms: 40000 ms 60000 ms: 80000 ms 100000 ms 120000 ms 140000 ms 160000 ms
*Name
Name Status Type Initiator Size Time  Waterfall IS
Description:
|| Pusherxsjs?from=2018-06-21T11:31:56.836... 200 xhr sppchunk0slice ... 14K8 68 ms 1 -
|_| Pusherxsjstfrom=2018-06-21T11:31:56.836... 200 xhr sppchunk10slice ... 14KB 116.. 1
|| Pusherxsjs?from=2018-06-21T11:31:56.836... 200 xhr sppchunk0slice ... 14K8 79 ms 1
. . [] Pusherxsjs?from=2018-06-21T11:31:56.836... 200 xhr sppchunk10slice ... 14K8 98 ms 1
Datasource Configuration || Pusherxsis?from=2018-06-21T11:31:56.836... 200 xhr 3ppichunk 10.ice .. 14K8 65 ms |
herxsjsTrom=2018-06-21T11:31:5 2 i 0 4 5
[i] Additional components or configuration may be required for this L dsher s o a0 e S e el o 2nachuniciOsdice .. LG TR I
™ connection type. See our Help Canter to find out what's required || Pusherxsis?rom=2018-06-21T11:31:56.836... 200 xhr 2ppchunk 10slice .. 14KE 72ms 1
[ ] Pusheraxsjstfrom=2018-06-21T11:31:56.636... 200 xhr 2ppchunk 10slice .. 14KB 78 ms 1
. . || Pusherxsis?rom=2018-06-21T11:31:56.836... 200 xhr zpachunk10slice .. 14K 71 ms |
Connection Details [ Pusherxsjs?rom=2018-06-21T11:31:56.836... 200 xhr 2pp.chunk.10slice .. 14KB 100... 1
|| Pusherasis?rom=2018-06-21T11:31:56.836... 200 xhr sppchunk 10slice .. 14K T1ms 1
Connection Type: B - -
|| Pusherasjstfrom=2013-06-21T11:31:56.636... 200 xhr 2ppchunk 10slice .. 14KE 70 ms 1
Path || Pusherxsis?rom=2018-06-21T11:31:56.836... 200 xhr sppchunk 10slice .. 14K T1ms 1
. 65 requests | 99.3 KB transferred
Path Prefix:
I Console x
[ ® | top ¥ | Filter Errorsonly ¥ [ Group similar 16 hidden | €%
> |
*Client
Default Language:
User’s preferred language
. . MNetwork
Important Information can be found at the Network TabStrip
[w ﬂ Elements Console  Sources MNetwork Performance Memory Application Security Audits 3
7 = = oy - 2 h P 3
® O WY Q | View = — Group by frame Preserve log Disable cache Offline Online A
Filter Hide data URLs [} | XHR J5 (S5 Img Media Font Doc WS Manifest Other
| 50000 ms 100000 ms 150000 m= 200000 ms 250000 ms 300000 m=

If a Header is not jet maintained in tx. UCON_CHW you have to add them to the INA Service definition.
Please Note that the Whitelist shows Green, even the missing Header is not jet maintained

Troubleshooting:

Note 2544696 - Failed to connect to system in SAP Analytics Cloud *** Master KBA ***
Note 2589761 - Connecting to Live Data in SAP Analytics Cloud *** Master KBA ***
Note 2541557 - SAP Analytics Cloud with BW live connection - Which SP is recommended?

(this Note contains a XML file with SAP Notes which can be applied with Z_SAP_BW_NOTE_ANALYZER
or with the new SNOTE Transaction)

August 2022 84


https://launchpad.support.sap.com/#/notes/2544696
https://launchpad.support.sap.com/#/notes/2589761
https://launchpad.support.sap.com/#/notes/2541557
https://launchpad.support.sap.com/#/notes/2541557

SAP BW/4 HANA run in Microsoft Azure Cloud

6.7 SAP Cloud Platform Integration

Overview - https://www.sap.com/products/cloud-platform.html
SAP Cloud Platform is the agile platform-as-a-service (PaaS) for digital transformation, with
comprehensive application development services and capabilities that allows businesses to collect,
manage, analyze and leverage information of all types, to extend and connect to business systems, and
to innovate new edge scenarios to allow the business to continuously adapt and advance. It enables
customers to achieve business agility, create a truly integrated and optimized enterprise, and
accelerate digital transformation across the business — all without the requirement of maintaining or
investing in on-premises infrastructure.

CPI can be the central platform for the integration for all existing Cloud Solutions provided by SAP.

Programming Business
models Services
"m Platform

n Services

| ]

Community

Buildpacks Data
Storage
Services

Virtual
Machines

Node. Js

Python

®

SAP CLOUD PLATFORM

CLOUD FQUNDRY
-~

Dev / Ops

Commerce Localization/Tax Data Quality
Integration Analytics Mobile loT Development
Machine Lifecycle
Collaboration Security User Experience Learning Management
Profiling
Monitoring
SAP ASE Redis (Big) Data Services: Debugging
Hadoop Performance
Statistics
PostgreSQL MongoDB SAP HANA SAP Vora?
L] -- " 1 :
“wsamazon  Ee8 ) Google Cloud Platform
u¢ webservices - AZure

August 2022

85


https://www.sap.com/products/cloud-platform.html

SAP BW/4 HANA run in Microsoft Azure Cloud w

6.7.1 SAP Cloud Foundry
Overview - https://www.sap.com/products/cloud-platform/capabilities/integration.html

= SAP SAP Cloud Platform Cockpit

& Overview A Home [Europe (Rot) - Cloud Foundry - Trial] | [ trial | S trial
S i i
B Spaces Subaccount: trial - Overview
Subscriptions
@, Connectivity >
®  Secury v Subaccount Details Cloud Foundry
Administrators Subdomain: 0!
) D: 7 bOc
Role Collections
Roles
Trust Configuration
Disable Cloud Foundry
Quota Plans
Entitlements
Spaces (1)
25 Members
MName Applications
dev 0
Subscriptions
Available: 17
Active: 1
SAP S/4HANA Cloud for Data En... SAP Warehouse Insights trial
Subscribed Subscribed
Provides Business Partner data Optimize warehouse operations
from third-party data providers W and increase resource utilizations.

Go to Application Go to Application
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6.7.2 Extend SAP S/4HANA with SAP and Microsoft services

Overview - https://www.sap.com/products/cloud-platform/use-cases/extend-s4hana.html

t:’.-' :' Cloud Piaﬂorm

i D : i Cuckplt Business App Studic Mobile SDKs Fiori Cards
F= % D .............................................................
| Desktop Mnbile Rurmme C\
28— @ 3—4 —a-
Application AEI.#.F Senferless
End User fig:' i |API Management Runtime  Environment  Runtime
=. Applications
m fﬂ-'wlﬁg\-"..
) Office365 ‘o=, |,
rﬂ‘--:' l? >
[ Dpen Connectors
ms i ' ) — Q-
o Platform Services '{:g {‘-"
0 ; e ip D_
v d -!’!i' Cluud Integration Enterprise Messaging  Connectivity
i |
Cognitive Services AKS ]
S SMHAMS Cloud SAP SucceesFactons BAF CrHANA
e - lt 2 -— SAP Integrated
\ AP Digral AF it .
] @ i Marifaciuring Cleud Businass Flanning S Fiecgies Cloud Connector
Azure Search Legic Apps Qualliics S0P Ariba SAP Conzur S0P SHHANA
Oiher Clouds Azure f On Premise

See more SAP Cloud Platform use cases here

Integration with SAP Analytics Cloud.
For more information, see Integration with SAP Analytics Cloud (1SO)

Integration with SAP Business Warehouse
AP M 42 — Integration Technologies - SAP Cloud Platform Extension Factory - SAP Cloud API

6.7.3 SAP Data Warehouse Cloud (DWC)

Overview: https://www.sap.com/products/data-warehouse-cloud.html

SAP Data Warehouse Cloud is the first enterprise-ready, data warehouse in the cloud that unites all
your data sources in one solution, maintaining the security, trust, and semantic richness of your
information.

Please Note that only SAP BW/4 2.0 can use the hybrid scenario. Component BW4-ME-DWC
Note 2943200 - TCI for BWAHANA 2.0 Hybrid

Note 2945277 - BW/4 - Enable DWC "Import from Connection" for BW/4 Query - Revision O
Note 2989654 - BW/4 - Enable DWC "Import from Connection" for BW/4 Query - Revision 1
Further Components: DWC-DI-CON, HAN-DP-SDI
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6.8 ODP based data extraction
6.8.1 ODP-Based Data Extraction via OData

Using ODP-based data extraction via OData (based on the OData communication protocol) you can
perform consistent, scalable delta extraction of ODP data into external non-ABAP recipients (such as
Cloud and mobile applications).

SAP Help: ODP-Based Data Extraction via OData

Components for ODP-based extraction with OData

The following illustration shows the relationships between the involved components:

t HTTP/ OData
SAP NetWeaver Gateway

Gateway Foundation

T Local Connectionor RFC

SAP NetWeaver Gateway

Gateway ProviderApplication

T Local Connectionor RFC

SAP BW

ODP (Provider)

BW InfoProvider

6.8.20DP-Based Data Extraction via CDS views
SAP Help: Transferring Data from SAP Systems via ODP (ABAP CDS Views

Related Information
SAP How-to Guide - How to use ABAP CDS for Data Provisioning in BW

_

SAP Source System

| Custorn CDS

J0C

Dielta Extraction

amang) 400
LSS EINGS

1 Wiew
lable 1 Iype: Fact
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6.9 Integration with other Cloud Solutions

6.9.1 General cloud classification and responsibilities

[ Public cloud ———

On-premise Private cloud laasS PaasS SaaS
® ©® © © ©
Q _/ ~/ N
Business process Business context ® P
management ' '
Application Applications I )
management Middleware / platform I ?
System I ®
System Database [ )
management Operating system
Virtualization ® ®
Servers I
IT infrastructure Storage I
management 9
Networking [ ] [ [ [ [
{ completely managed by customer laaS: Infrastructure as a Service
Managed by service provider, but SLAs and KPls are defined PaaS: Platform as a Service
¢ Completely managed by service provider SaaS: Software as a Service

Customers’ integration domains

User-Centric
Applications

User2Cloud

Hybris
CONCUR
Suc Factors

Non SAP
Cloud Apps

Ariba

o = . — — ————— o —————————

Business
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6.9.2 SAP Integration Technologies

Fou QT

sown D17 SAAHANA!
o,

SAP Hybris

SAP Ariba

SAP Cloud Platform Integration

. 3

SAP Ariba
SAP Fieldglass

SAP SuccessFactors

SAP Fieldglass

]

Focus: Cloud Applications

SAP Concur

ET7S/4HANA

SAP Hybris

¥ Party
Cloud App

SAP SuccessFactors

Cloud Applications

Deciding Factors
Dominant system landscape
Prepackaged content availability
TCO
Go-Live timelines
Connectivity options

SAP Process
Orchestration

/\_

oo
oo

SAP Process Orchestration

Focus: On premise

Cloud Infrastructure Services -
SAP API| Business Hub — SAP Fieldglass — SAP Cloud Platform (SCP) -

e Roadmap & Integration Guides -Customer

e SAP Road Map for Cloud Integration - Edition 2017 Q3

Integration is the cornerstone for end-to-end digital transformation

O O
) -
SAP ERP r‘/{r\ )
(o)
/ ;
AL
P Ty
/ Digital Core \__ \
. ET7S/4HANA |
\ |‘I
{ D! y
u\oﬁx;;,i,
] T
O O

SAP Cloud Connector SAP API Business Hub
SAP Cloud Platform Integration

SAP Cloud Platform

.

SAP Cloud Platform
Integration

L

On premise

Applj,
\,0B pphCa 5’0
%

o

SAP Concur

SAP Ariba
SAP Fieldglass
SAP SuccessFactors
SAP Hybris

—
=
=]
==

3rd Party Cloud
or on premise
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6.9.3 SuccessFactors
Integration via Integration Center (output via CSV files hosted on dedicated sFTP servers)
SAP Success Factors Integration Center - Q3 2017 - 2017-09-08

SAP Help: Integration Center

)
BestRun & Admin Center (), Saareh tor actons o peogie

Integration Canlar - Create New Scheduled CSV File Output Integration

s P

y Ly P P 7= !
I_\G/, Opfions \ﬁ;I Configura Flalds \_V/.' Fibae and Sort '\\T_?_T)Demzm Sottngs E/ Scheduling 0 Foview and Aun

i W
i SucoRsFacion Qusry itar s Validats -
cairn | oparaz | | e | .
e i Senvar

| P ] Y - -
Starting Entity- Candidate
Number of Fieids: & Integration Name: Candidate Scheduled G5V File Export
Soried By No Sort Applisd Scheduled Version: <Mat Scheduled>
Filtered By candidateld eq null Cument Versian: <Not Saved>
Tirne Based Filer. Mo Time-Based Filter Applied Integration Format CSV

Last Run Time: I

Last Run Version:

ioress. SMpd.successtaciors.com & 22
File Location: foutgoing/ABH
b File Name. kramer_test_01
Execulion Schedule Frequency. ONCE
The integration scheduied 10 ocour once on Mon Oct 30 2017 11:31:29 GMT+0000 (GMT Standara Time)

Data Flelds

1.Candidate 1d<<-Candidale 10
2 AGGress line 2<<—-Adar

3 Anonymized Flage: A ligate
4.Anonymized Dats Time
5 Candidate Locale- <—Candaale

e Time) from Candidate

 Brmmans Dhans . Onman Dhons iralDnens)

SAP Help:

Integrating SAP Cloud for Customer and SuccessFactors Employee Central Service Center - Employee
Replication

Integrating SAP Hybris Cloud for Customer and SuccessFactors Employee Central Service Center -
Employee Replication

Note 2171588 - SuccessFactors: OData APl Metadata Refresh and Export
Note 2212494 - Enable Event Center/ Intelligent Services

Note 2215682 - SuccessFactors APl URLs for different Data Centers

Note 2278751 - How to find the Admin Guides for SuccessFactors Integrations

Note 2355830 - How to refresh metadata of restricted OData MDF entities

Note 2395508 - IP addresses to be whitelisted when customer's own sftp is used with Int. Center
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6.9.4 Concur

e CONCUR - Development Center

e SAP-

Concur Integration — SAP Setup Guide

Note 2432767 - SAP Best Practices for SAP S/4 HANA Cloud integration with Concur solutions

Note 2388587 - FAQ: Concur Integration

QOverall Scenario

CONCUR

Employee Central
SAP SuccessFactors

S/AHANA Cloud

Mot part of the scope of SAP SMMHAMNA Cloud integration with Concur

b Employee Master == Data Organizational Data % Cost Center * Expense Report
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6.9.5 Hybris

YaaS (SAP Hybris as a Service) is a microservices ecosystem helping businesses to rapidly augment
and build new, highly flexible solutions. YaaS provides the platform that allows you to mashup, compose
and measure all single components of your projects.

e SAP Hybris Dev Portal
Note 2246019 - CPQ Hybris - Frequently Asked Questions

SAP Hybris Service Engagement Center Integration

https://help.sap.com/viewer/DRAFT/8541e089d13a4a27903b112b00ff2ced/6.6.0.0/en-
US/c6c60f07e6504c989echb6424cb786bcO.html

Blog: SAP Cloud for Customer Integration with SAP On-Premise: ERP, CRM, BW

Blog: SAP Cloud for Customer integration with SAP Business Warehouse — Know your options
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The following options are available for C4C and SAP BW integration:

Outbound Integration (C4C to SAP BW)

e Transfer data from C4C to BW using the ODP connector
e Pull C4C report data via ODATA

4

SAP Hybris Cloud for Sil/ | SAP BI/BW or External System 3

HTML Mash-up

Detailed View Ul /
dashboard

&

Data Source and Report /
Embedded Components

4

Custom Object / Extension
A2X Service

-

............... BEXx 3.X tools
(HTML report)
Iy

Create Query and
Web Template

BW Infoprovider:
Infocube, DSO,
Multiprovider, Infoset,
Hybrid Provider
T

Transfer to db table

Fields in Standard Object /
Cloud Data Source

Data Transfer to C4C

Inbound Integration (SAP BW to C4C)

e Transfer data from BW to a C4C Cloud Data Source
e Use BWreports as mashups

SAP Hybris Cloud for m

Customer

Request from SAP BI
Master Data 0SOD

MDAV

+
Open Hub
Destination (DB

" SAP BI/BW or External System

Replicated ODP

Data Source
(Consumer)

Data Transfer to
SAP BI

Transaction
Data MDAV

ODP Data Source for each MDAV

I
Data Loading in Bl

N,

*Master and Transactional
Data Store (DSO,
Infocube)
*Transformation & DTP

3
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6.9.6 Ariba

e SAP Ariba cloud solutions integration white paper
e SAP Ariba Open APIs

Note 2336401 - SAP Best Practices for SAP S/4HANA Integration with SAP Ariba solutions V3

Blog - HANA Cloud Integration (HCI), a new option to Integrate SAP to Ariba Network

Option 1 Add-on

Option 3 Using middleware

Option 2 HCI

BUYER SUPPLIERS
o2e e%e
SAP Ariba Sourcing lll
Integrate with Ariba
Network using native /\\
direct Web Services 4
HT7YS/4HANA Ariba Network
SAP Ariba Sourcing integration SAP Ariba — purchase order to invoice SAP Ariba — payment and
automation discount management
PO outbound, PO response inbound, Advance Shipment Notice inbound, Goods Payment suggesticn outbound
RFQ to Sourcing Request outbound, Receipt notice outbound, Supplier invoice inbound, Copy of Supplier Invoice Payment suggestion response inbound
Award to Purchase Order inbound outbound (ERS), Invoice status update outbound Remittance Advice and update outbound
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